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Technologies firmasindan 'Cloud Technologies Consultant' olarak ¢alismaktadir.

ilgilendiklerim ve iizerinde calistiklarim

e MS Windows Server Ailesi (2008r2,2012-2012r2)

e Microsoft Client Windows (7,8,10)

e HyperV Sanallastirma Platformlarinin yonetimi

e Active Directory ve Domain kurulumu, konfigirasyonu ve yénetimi
e DHCP, DNS, NPS, Remote Access kurulum ve konfigurasyonu

e Firewall kurulum ve konfiglrasyonu (Coslat , Sophos , Watchguard)
e Disk, Dosya ve Erisim Yonetimi(DFS,FSRM)

e Group Policy Dizayni

e Backup Alma Metodlari (Cobian Backup,Windows Backup)

e Veeam Backup Kurulum ve Yonetimi

e WSUS ve WDS yapilandirmasi

e MS Office uygulamalari

e PC donanim, bakim hizmetleri

e Bulut Bilisim Mimarisi OMS,OFFICE 365 ve Azure

Sahip oldugum Sertifikalar

e MS: Designing and Providing Microsoft Volume Licensing Solutions to Large
Organizations

e MCPS: Microsoft Certified Professional

e MCTS: Designing, Assessing, and Optimizing Software Asset Management (SAM)

e MCSE: Private Cloud

e MCSA: Windows Server 2012

e MCSE: Cloud Platform and Infrastructure

e VMTSP: Veeam Technical Sales Professional

e WMSP: Veeam Sales Professional

e Sistem Ag ve Glvenlik Uzmanhgi Egitimi (MSCE) - Bilge Adam Katilim Sertifikasi
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Microsoft Operation Management Suite (OMS) Genel Bakis

Operation Management Suite, Microsoft’'un hibrit bulut i¢in sundugu BT
yonetim ¢ozumudur. Tek basina kullanilabilecegi gibi, mevcut System Center
altyapiniza da entegre olabilen OMS, altyapinizin bulut tabanli yonetimi icgin
size maksimum esneklik ve kolaylik saglar. Bulut dunyasi i¢in tasarlanan OMS,
rekabetci ve hizli firmalarin ihtiyacglarini karsilayabilmek icin, hibrit bulut
altyapisinizi bir butiin olarak yonetilebilirsiniz. Farkli yonetim ¢ozUmleri ve ara
yuzleri ile entegre etmek igin hi¢ vakit harcamadan, yonetim sureclerinin en
kisa surede galisir duruma gelmesini saglayabilirsiniz.

Microsoft
Operations
Management Suite

Private or hosted third-party cloud,

Public cloud
Azure or AWS

Rackspace, etc.

HYPER-V WINDOWS
VMWare WINDOWS

On-premises with System Center

Operation Management Suite ile Azure, AWS, Linux,Hyper-V,VMware ve
OpenStack danhil her turlu fiziksel veya bulut ortaminizi istediginiz bir sekilde
yonetebilirsiniz. OMS, Ayni zamanda Planlama ve yonetimde verimliligi en ust
duzeye c¢ikarmak ve sorunlari kolayca tespit edebilmenize olanak saglar. OMS
kisaca On-prem veya bulut sistemli yapilarinizdan veri toplayan ve bunlarin
analizini ugtan uca yapan bir servistir. Ayrica alinan hata veya uyarilara karsi
alinmasi gereken onlemleri sizlere sunar.
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Operation Management Suite’in Mimarisi

Oms’in mimarisini aslinda 4 ana bilesende toplayabiliriz, Bunlar;

Insight and Analytics

Automation & Control (Otomasyon ve Denetim)

Protection and Disaster Recovery ( Koruma ve Olaganustt Durum
Kurtarma )
Security and Compliance (Guvenlik ve Uyumluluk )

A

1. O u D Insight and Analytics

Log Analytics, tarafindan toplanan tum veriler, Azure'da barindirilan

(repository) OMS deposunda depolanir. Isletim sistemleri ve uygulamalar
tarafindan olusturulan gunluk ve performans verilerini toplamaniza, bunlar
arasinda baglanti kurmaniza ve bu veriler Uzerinde arama iglemi yapmaniza
yardimci olur. Toplanacak verileri OMS’in ¢ozUmleriyle birlestirebilir ve bu
veriler Gzerinden mantiksal raporlar alabilirsiniz . Ayrica ¢ozumler en az
yapilandirmayla veya hi¢ yapilandirma istemeden otomatik olarak sunulan

hizmetlerle iglemler saglanir.

v I:'_q_

Vi with agent

WS Workspace
W {Iﬂ

— .
SCOM agents E.
-_—

direct agents

—

_.;'.;fj.

Portal

[ Vi with agent
Log Analytics Azure Storage

I i

AZUre resources

OMS Repository


http://azure.microsoft.com/documentation/services/log-analytics
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2. -“ Otomasyon ve Denetim
Azure Otomasyonu, Kullanicilarin bulut veya local ortamda siklikla
gerceklestirdikleri is yuklerini, hatasiz ve sik tekrarlanan gorevlerini otomatik
hale getirmek icin kullanilan bir ydontemdir. Bu yontem zamandan tasarruf
saglar ve normal yonetim gorevlerinin guvenilirligini de artirir, hatta bu kurallari
duzenli araliklarla otomatik olarak gergeklestirilecek sekilde ayarlanabilir.
Runbook’lari kullanarak iglemleri otomatik hale getirebilir ya da istenen
yapilandirmayi kullanarak varolan yapilandirmayi otomatik hale getirebilirsiniz.
Runbook, Azure Automation’da otomatik islemleri gergeklestiren gorevier
grubu olarak adlandirabilir. Bu bir sanal makineyi baglatma ve gunluk girigi
olusturma gibi basit bir iglemler de diyebiliriz.

Loﬁver i '[:r_‘-'rh"ﬁ
2. e

DSC Virtual Machines
Configurations

Local Hybrid Runbook a.{{x
Resources Waorker TR
m Solution
e il
i .
oca OMS
RITEEEE Warkspace
N ® b =
External Resources Azure o Q...

A _
Automation
‘ gf,fi! Azure Resources

7

WU S
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3. Koruma ve Olaganusti Durum Kurtarma (Azure
Backup & Azure Site Recovery)
Azure Backup, varolan uygulama verilerinizi korur ve herhangi bir yatirm
saglamadan onemli verilerinizi uzun sure boyunca saklar. SQL Server ve
SharePoint gibi uygulama ig yuklerinizin yani sira fiziksel ve sanal Windows
sunucularindaki verilerinizide yedekler. Uzun vadeli depolama agisindan
verilerinizi farkli bolgelerde saklama segenekleri sunmaktadir.

Azure Site Recovery; sirket ici Hyper-V sanal makineleri, VMware sanal
makineleri, fiziksel Windows/Linux sunucularini felaketten kurtarma islemlerini
duzenleyerek is surekliligi ve olaganustu durumlarda kurtarma stratejinize katki
saglar. Bu makineleri cloud ortamina yada ikinci bir veri merkezine tasiyarak
veri merkezinizi genigletebilirsiniz. Site Recovery, ayni zamanda is yukleri igin
basit bir ylUk dengeleme ve kurtarma islemi sunar.

Azure Site Recovery

e

Azure Backup

kool Mackii r
B o
&


http://azure.microsoft.com/documentation/services/backup
http://azure.microsoft.com/documentation/services/site-recovery
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Azure Site Recovery icin uc temel senaryo bulunmaktadir:;

e Hyper-V sanal makinelerini

Hyper-V sanal makineleri VMM tarafindan yonetiliyorsa, ikincil veri merkezine
veya Azure depolama hizmetine yonelik tagima gergeklestirebilirsiniz. Azure'a
yonelik tasima, glvenli bir internet baglantisi Gizerinden yapilir. Hyper-V sanal
makineleri VMM tarafindan ydnetilmiyorsa yalnizca Azure depolama hizmetine
yonelik olarak gogaltma iglemini gerceklestirebilirsiniz.

¢ VMWare sanal makinelerini

VMware sanal makinelerini VMware veya Azure depolama hizmetini ¢alistiran
ikincil bir veri merkezine yonelik olarak taginabilir. Azure'a yonelik tagima,
siteler arasi bir VPN veya Azure ExpressRoute Uzerinden ya da guvenli bir
internet baglantisi yoluyla gergeklesebilir. ikincil bir veri merkezine yonelik
tasima, InMage Scout veri kanali Uzerinden gergeklestirilir.

e Fiziksel Windows ve Linux sunucularini

Fiziksel sunuculari ikincil bir veri merkezine veya Azure depolama hizmetine
yonelik olarak tasiyabilirsiniz. Azure'a yonelik tagima, siteler arasi bir VPN
veya Azure ExpressRoute lizerinden ya da glivenli bir Internet baglantisi
yoluyla gergeklesebilirsiniz. Azure Site Recovery, bazi veri istatistiklerini
goruntuleyen bir OMS ¢ozumune sahiptir, ancak iglemler igin Azure portalini
kullanmaniz gerekecektir.

—

/N

4. Guvenlik ve Uyumluluk
Guvenlik ve Uyumluluk, altyapiniza iligkin guvenlik risklerini belirlemenize,
degerlendirmenize ve azaltmaniza yardimci olur. Yonetilen sistemlerdeki
guvenlik olaylarini toplayarak ¢ézumler saglamaktadir. Ayni zamanda kot
amagcl yazilimlarin durumunu ve sunucu guncellestirmelerin en stabil halini
raporlayabilir ve gbzlemleyebilirsiniz.
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Operation Management Suite’in Log Bilesenleri

OMS'In arka tarafta nasil log topladigini inceliyor olursak, resimde goruldugu
uzere Azure igerisinde barindirilan bir OMS repository bulunur. Bu Repository
merkezi olarak belirlenir, Veri kaynaklari ile yapilandirilarak ve hesabiniza yeni
¢ozUmler eklenerek varolan ¢ozum kaynaklarindan repository bolumune
aktarilir. Aktarma islemi de OMS’in Agent'i ile yapllir.

- ‘ Alerts
= i
'Na" N8| Dashboards

Data Sources é i p
R
Power Bl
||||
d’ Records OMS Repository Log Sr:arch

Solutions

Export

Connected Sources Log Analytics

Log Search tarafinda ise OMS repository uzerine toplamig olan Log’lart OMS
dashboard’unda gorulur. Ayni zamada bu Log’lari bir PowerBl ortamina yada
bir Excel’'e export edilebilir. Bunlari disinda belirledigimiz Log’lari bir uyari
(Alerts) ile gorebiliriz.

OMS Repository Database’in icinde nasil Log’lar bulunur.

e Custom Logs

e Windows Event logs

¢ Windows Performance counters
e Linux Performance counter

e IISlogs

e Syslog



|

o) Overview » Settings
H O
p Save Discard
;|
a D solutions > =
o - T
8_) Connected Sources > a=

0 Data > o)
H§ computer Groups >
5.‘4 Accounts > j
A Alerts > B

@1 Power BI > ﬁ

i Preview Features > 1=

% IS Logs >

Windows Event Logs >

Windows Performance Counters >

Linux Performance Counters >

Custom Fields >

Custom Logs >

Syslog >

Windows File Tracking >

Collect the following performance counters

COUNTER NAME
LogicalDisk(*}\% Free Space

LogicalDisk(*)\Avg. Disk sec/Read

LogicalDisk(*)\Avg. Disk sec/Write

LogicalDisk(*)\Current Disk Queue Length

LogicalDisk(*)\Disk Reads/sec
LogicalDisk(*\Disk Transfers/sec
LogicalDisk(*)\Disk Writes/sec

LogicalDisk(*)\Free Megabytes

Memory(*)\% Committed Bytes In Use
Memory(*)\Available MBytes

Network Adapter(*)\Bytes Received/sec
Network Adapter(*)\Bytes Sent/sec

Network Interface(*\Bytes Total/sec

or(_Total)\% Processor Time

System(*)\Processor Queue Length

SAMPLE INTERVAL

10 |seconds Remove

10 |seconds

10 seconds

10 seconds

10 seconds Remove
10 |seconds Remove
10 seconds Remove
10 seconds Remove

10 |seconds

10 |seconds

10 seconds Remov
10  seconds Remove
10 seconds Remove
10 |seconds Remove
10 |seconds Remove

OMS Portali Uzerinden Settings — Data yollarini takip ederek ilgili log’lar

inceleyebilirsiniz.

Operation Management Suite’in Ana yapisi
OMS’in Ana yapisini genel olarak Log Search, My Dashboard, Solutions
Gallery, Usage ve Settings bolumunden olugsmaktadir. Ana bolumde ise
eklenen Solutions’lari gorebilirsiniz. Her birinin farkli bir gorevi oldugundan ana
bagliklarina gore gesitli bilgiler bulunmaktadir. Tek tek tzerine tiklandigindan
sizlere o konuyla ilgili ¢cozum ve oneriler sunarak ortaminiza katki saglar.

AD Assessment

B /@ ve
figh

i) g Search
7

ol Low Prcity Recommendations
99

Passed checks

Alert Management

Antimalware Assessment

24
NiID
ATTENTION

Backup

Lx

Solution requires additional configuration

2 DDI Analytics

Network Performance Monitor (Preview)

Unhealthy Subnetwork Links

I Heathy Subnetwork Links

System Center Operations Manager Assessment
(Preview)

Oo

1o

Low Priority Recammendations

310

Passed check

High priority Recommendations

Security and Audit

5571

Service Desk(Preview)

Service Map

4 ppOrting 4

(Last

8o

High Prioity Recommendation:

230
Low Priority Recomm,

7o
Passed

Wire Data

51

el Pratocols in the

Wire Data 2.0

51 21

the Last 24 hours

Latest News

I Tigran Shahbazian v
@tigran25

Use Operations Management Suite to monitor

containers on Azure Container Service with Mesosphere

DC/0S blogs.technet.microsoft.com/msoms/2016/11/.

211 AM - 17 Nov 2016
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AD Replication Status

0

ritical Replication Errors
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Veri kaynaklari, bagh oldugu her sunuculardan toplanan farkl veri turleridir.
Bunlar, Windows ve Linux sunucularindan alinan loglar (performans
verileri,lIS loglari ve 0zel loglar) igerir. Toplamak istediginiz her veri kaynagini
yapilandirabilirsiniz. Yapilandirma, otomatik olarak istege bagl her kaynaga
dagitilir.

Log Search

SO0KResults =tist zTable JiMetrics (279)

,,,,,,,,,

Log Analytics disindaki verileri analiz etmek icin OMS deposundaki verileri
Power Bl veya Excel gibi araglara aktarabilirsiniz. Log Analytics verilerini
kullanan 6zel ¢gozumler olusturmak veya bagka sistemlerle tumlestirmek igin
GuUnluk Arama API’sini de kullanabilirsiniz. Depoladiginiz verileri hizh bir
sekilde toplayip veya birlestirmek i¢in sorgu dizinleri kullanilir. Verileri
dogrudan OMS portalinda ¢ozumlemek veya sorgunun sonuglari dnemli bir
kosulu gosterdiginde gunluk aramalarinin otomatik olarak g¢alismasini
saglamak icin Gunluk Aramalari olusturabilir ve kaydedebilirsiniz.
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2 H e

My Dashboard

Lo

Customize

Software

1
o 55
06
47 AM 10:47 AM 747 PM
Disk
40
20~ I
04 \
947 AM 647 PM
12 12/2
Logon Activity by Account
LAB29282\WS2012R2EXCH1S i —————
==51
i -
Computers missing security updates
147 AM 10:47 AM 747 PM

Automatic update configuration

2

All Computers with their most recent data

8

Accounts failed to log on

2

Change or reset passwords attempts

All Events All computers wit
10 -
xK-
1%
0 . { P 0
12:47 AM 947 AM 647 PM 12:47 AM
12/2 12/2 12/2 12/2
Computers missing security updates All computers wit
— 10 -
2 — A
05
- 47 AM

10:47 AM 7.47 PM

h missing critical or security up.

947 AM 6:47 PM
12/2 12/2

h missing updates

My Dashboard, genel ortaminizin durumunu kisa bir grafikte gostermek icin
panonuza kayitl gunluk aramalari gorsellestirmelerle ekleyebilirsiniz. Bu
kayitlar istediginiz gibi sekillendirebilir ve dizenlenleyebilirsiniz.

[0l Usage

p DATA VOLUME

]
Data volume over time Data volume by solution
TOTAL DATA
(MB)

ot

27k

DataVolume (GB]
DataVolume {GE}

1 E
os :
&

Data not associated with a Computer

1Z00AM  BODAM  12C0PM 600 PM 1200 AM

COMPUTER

8

SOLUTION

AcmeWFE002

16 wmmm— LogManagement

15—

600 AM 1200 PM 600PM 1200 AM

GB SOLUTION

600 AM

TOTALMB
2032 T ia—
95 EmesGEmal

COMPUTERS

Computers sending data
coMPUTERS
LASTHOUR

86.0

g &

AZOUAM  BOOAM  1200PM 600 PM

COMPUTER NAME

OMS ortaminizda ne kadar veri kullanimi yapildigini Usage kismina girerek
inceleyebilirsiniz. Bu bolumde ise hangi sunucu ne kadar log toplamis ve
solution’larin hangisi daha fazla log Uretiyor gibi kullanim miktarlarini

gorebilirsiniz.
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Operation Management Suite’te Workspace nasil olusturulur

OMS, temel olarak Workspace yani ¢alisma alani olarak kabul edilen bir
kavram Uzerinde hizmet sunar. Her Workspace altinda farkl ¢ézimler ve farkli
sunucular Uzerinde toplanan log’lar yer alir. Toplanan her log’lari OMS
dashboard’ina yansitilip istenilen sekilde gozlemlenebilir.

Workspace nasil olusturulur :

New > Intelligence + analytics

All resources
Recent
App Services

e SQL databases
Virtual machines (cla...
Virtual machines
Cloud services (class...
Subscriptions
Resource groups
Recovery Services va...
Network security gr...
Log Analytics

> Virtual networks

i’} Automation Accounts

Azure Active Directory

¥ Monitor

Azure portalina basarih girigsin ardindan New — Intelligence + Analytics — Log

Analytics tiklanir.

New

L Search the marketplace

MARKETPLACE

Compute

Networking

Storage

Web + Mobile
Databases

Intelligence + analytics
Internet of Things
Enterprise Integration
Security + Identity
Developer tools
Monitoring + management
Add-ons

Containers

RECENT

G

Microsoft

(|

See all

NV

SQL Server 2016 RTM Standard o...

X

Intelligence + analytics — O

)

PREVIEW

Bot Service (preview)

Azure Bot Service enables rapid
intelligent bc

powered by the Microsoft Bot

Data Lake Analytics

Big data analytics made easy

ory for big data

Data Factory
Transform data into trusted
information

Power Bl Embedded

Embed fully interactive, stunning

ations In your

Data Catalog
Data source discovery to get more
value from existing enterprise data

sarch and
1 on-premises and cloud

ualize machine

X
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New > Intelligence + analytics > OMS Workspace

OMS Workspace - B8 X

Create new or link existing one created in...

* OMS Workspace @

Mshowto-Work & v

.portal.mms.microsoft.com

All resources
Recent
App Services

* Subscription

SQL databases Visual Studio Enterprise with MSDN v

* Resource group @

Virtual machines (cla... = s
e Create new Use existing

MsCloud f—

Virtual machines

* Location

Cloud services (class...

West Europe v

Subscriptions
* Pricing tier

Resource groups Free

Recovery Services va...

Sonrasinda ise OMS Workspace’in ismi, Resource Group’u ve location’i
belirterek galisma alani olusturulur.

Log Analytics > Mshowto-Work /o Search resources
Log Analytics £ - X . Mshowto-Work # - 0O X
PeakUp Information Technologie: . 1 Analyt
&= Add =2 Columns Q) Refresh & OMS Portal Delete
P ——
Subscriptions: Visual Studio Enterprise with L Search (Ctrl+ Essentials A
MSDN
° OMS Workspace 0 Mshowto-Work
2 items tatu Work i
B Activity log Active f44f7b8d-52f0-462b-bbb2-2acb819edbde
' NAME v
; .
- aM Access control (IAM) West Europe Free
a @ EmreErBU
& T1ags

&~ Mshowto- R
€a066c41-c8bd-4fbd-83a6-da9426400d28

2
- SETTINGS
8 Locks Management ¢
@
t

& Automation script
Overview p og Search @@ owmsportal

=

GENERAL

Ekran goruntlsunde gosterildigi sekilde OMS Portal’ina giris yapllir.



Latest News

‘ Tigran Shahbazian | w Foiion |
@tigran25

Gheck out #MSOMS Mabile app, It just

got update which shows you Alerts view!!
Stay luned, mobile push nolifications are
ZROMQpFY

OMS portalina ilk giris yapildiginda bos bir dashboard ve standart olarak
eklenen ayarlar ve OMS ile paylasilan Twiter butonu gelmektedir.

Operation Management Suite Agent kurulumu

e Azure Platform’da bulunan sunuculariniz igin,
Azure portalinda Olusturulan Workspace (galigma alani) alanina girilir.

——3 @ W5201220PM1

€al66e41-cBbd-4fbd-83.. HybridCloud
@ Ws2012r26xch1

s eadBict1-cBbd-4fbd-83.. HybridCloud ope
M
- Q @ Other workspace Windows ©a066c41-c8bd-4fbd-83.. HybridCloud rope VM it not connected to Log
Analytics
@
) 7
L]

Workspace Data Sources grubundan Virtual Machines tiklanir. Burada
baglanti saglayacagimiz sunucular gorultr ve Agent kurulumu yapilacak
sunucu seg¢ilip Connect butonuna tiklayarak kurulum gergeklesir.
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0 Overview » Settings

: H O

/(D Save Discard
B
a =.Q Solutions > 28 Windows Event Logs > ¥ Collect W3C format IIS log files
uﬂﬂ : - i

gj Connected Sources > mm Windows Performance Counters >

@ Data > A Linux Performance Counters >

ll Computer Groups > ,,;\, IIS Logs >

B4 Accounts > == Custom Fields >

Alerts > & Custom Logs >
2 Preview Features > ﬁ Syslog >

Agent kurulumu tamamlandiktan sonra portal uzerinden aktivasyonu
tamamlamam icin Settings — Data — IIS logs yollarini takip ederek Collect
W3C format IIS log file linki isaretlenip, kaydedilir.

@ Overview » Settings

jol :.ﬁ Solutions > = Windows Servers >

B 1 WINDOWS COMPUTER CONNECTED
C% Connected Sources > A Linux Servers >

i

0 & pata N & poure Storage N You'll need the Workspace ID and Key to install the agent
ll Computer Groups > System Center > 447b8d-520-462b-bbb2-2acb819edt [y
Y Accounts > il Windows Telemetry >

ST3kHINM+pHuUxtsldYsQOOTNitOss7 [y

A\ Alerts >
B Preview Fastires > Tbmf810teuA7jdVmokiNfsoOhtNFaige [y

OMS Gateway
If you have machines with no internet connectivity to OMS, download the OMS Gateway to act as a proxy. Learn more

Birka¢ dakika sonra Connected Sources — Windows Servers bolumunde 1
Adet sunucu Uzerine agent kurulumunun yapildigi gorinmektedir.
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¢ On-Prem ortamlarda bulunan sunuculariniz igin,
Operation Management Suite portali Uizerinde Settings - Connected Source
— Windows Servers — Download Windwos Agent link’ine tiklayarak
Agent’imizi sunucumuza indirip ve yonetici olarak ¢aligtiriyoruz.

(08 Overview » Settings
It
jol :.a' Solutions > = Windows Servers >
B 1 WINDOWS COMPUTER CONNECTED
gJ Connected Sources > l,'_\ Linux Servers >
& I |
u|]l] 0 Data > &N Azure Storage > You'll need the Workspace ID and Key to install the agent.
#§ computer Groups > System Center > 144f7b8d-52f0-462b-bbb2-2acb819e4t | [y -
B Accounts > r‘,/' Windows Telemetry >
ST3kHINM+pHuUXtsldYsQOOTNitOSs7| [y —
Alerts >
W Breviow Eastiires N Tbmf810teuA7jdVmokiNfSoOhtNF8iqe [y
i) Microsoft Monitoring Agent Kurulumu -

Microsoft Monitoring Agent
Kurulum Sihirbazi'na hos geldiniz

Kurulum sihirbazi, Microsoft Monitoring Agent’l bilgisayariniza
yukler. Devam etmek icin diger tim programlan kapatn ve
Tleri'ye tklayin.

Tleri > | | iptal

&

Agent kurulumu igin ‘ileri’ diyoruz.
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Microsoft Yazilimi Lisans Kosullan

MICROSOFI' SOFTWARE LICENSE TERMS

MICROSOFT MONITORING AGENT

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any
Microsoft

e updates,

e supplements.
[ Lisans: Yazdir | |

B yifldeme Kacicl segh.

Microsoft Monitoring Agent' su konuma yukle:
C:\Program Files\Microsoft Monitoring Agent\
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Agent’in kurulacagi yeri belirtiyor kurulumdan sonra zaten bu yere bakiyor
olacagiz.C:\Program Files\Microsoft monitoring Agent\ klasoru altina
kurulumu yapiyor olacaktir.

i, Microsoft Monitoring Agent Kurulumu [ x |

Araci Kurulum Secenekleri

Microsoft Monitoring Agent'in bu yiklemesi icin kurulum seceneklerini belirtin,

IntelliTrace ginliiklerinin yerel olarak toplanmasmi etkinlestir (NET
Framework 3.5 veya daha yiiksegini gerektirir)
Bu islem, yerel iTrace dosyalarindaki gelismis uygulama tanilama verilerini toplamak icin bir
PowerShell arabirimi yukler.

Araciyi Azure Giinliik Analizi'ne (OMS) bagla

Araay Microsoft Azure Gunlik Analizi (OMS) hizmetine badlar ve araanin kaydolmak icin
kullandid calisma alanini secmenizi sadlar. Daha fazla bilgi icin bkz.
https: /fwww.microsoft.com/oms.

|| Araciy1 System Center Operations Manager'e bagla

Bu islem, araay System Center Operations Manager'e badlar ve bu araanin izlemeye
katlacad yonetim grubunu belirlemenizi sadlar.

| < Geri H fleri > I ] Iptal

Agent kurulum igin kargimiza 2 secgenek geliyor.

Connect the agent to Microsoft Azure operational Insights : Azure ile
baglanti sagliyorsaniz bu checkbox'i isaretlemeniz gerekir,

Connect the agent to System Center Operations Manager : Bu
checkbox’'da ise System Center Operations manager Urunu kullaniyorsaniz ve
islemleri bu yonde uygulacaksaniz bu segenekten ilerlemeniz gerekir.
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Araay Azure Gunlik Analizi calisma alanina badlayin.

Calisma Alani Kimligi: If44f7b8d-52ﬂ)-462)-bbb2-23cb819e4b4e

Calsma Alaru Anaht... [ TTTITTTIT TN TT T T IT T T TTT YIS TTTTTITLS |

Azure Cloud: |Azure Commercial v l

Calisma alani kimligi ve anahtan https: ffwww.microsoft.comjoms/ adresindeki Azure
Gunlik Analizi portalinda bulunabilir,

HTTP proxy yapilandirmas: sadlamak icin Gelismis'i tklayin.

Tleri'ye tkladiginizda bu 6zellikler Azure Giinlik Analizi hizmeti tarafindan dogrulanacakdr.

Portal Uzerindeki olusturulan ID ve Key’i Agent kurulum penceresinde istenilen
yere kopyaliyoruz.Daha sonra ‘ileri’ diyoruz.

Microsoft Update
Bilgisayarinizin giivenli ve gincel durumda kalmasina yardima olmak icin Microsoft Update'i
kullanin

Microsoft Update, Windows ve bu tiriin dahil dider Microsoft Uriinleri icin glivenlik ve énemli
guncellestirmeleri sadlar. Guncellestirmeler Otomatik Glncellestirme ayarimiz kullanilarak
teslim edilir veya Microsoft Update web sitesini ziyaret edebilirsiniz.

O Giincellestirmeleri denetledidimde Microsoft Update'i kullan (6nerilir)

(®) Microsoft Update'i kullanmak istemiyorum

http://update.microsoft.com/microsoftupdate /vé/about.aspx?in=en
adresindeki Microsoft Update SSS' sayfasina bakin

http: //update.microsoft.com/microsoftupdate fvé jprivacy.aspx?in=en
adresindeki cevrimici Gizlilik bildirimimizi okuyun

Microsoft Update’lerini henuz istemedigimi belirtiyorum ve ‘ileri’ butonu ile
ilerliyorum.
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Yiiklemeye Hazir
Microsoft Monitoring Agent kurulumunu baslatmak igin Yukle'ye tklayin.

Yiikleme ayarlarinizdan herhangi birini gézden gecirmek veya dedistirmek isterseniz, Geri'yi tklatin.
Kurulum sihirbazindan ckmak icin Iptal'i tklatin.

Yukleme Avyarlanis:
Yukleme Dizini: C:\Program Files\Microsoft Monitoring Agent)

Azure Gunlik Analizi Ayarlari:
Calisma Alani Kimligi: f44f7b8d-52f0-462b-bbb2-2ach8 19e4b4e

Kuruluma ge¢gmeden once kisa bir rapor sunuyor bize, Raporu inceleyerek
‘Install’ butonuna tikliyoruz.

Microsoft Monitoring Agent yapilandirmasi basariyla tamamland.

Denetim Masasi'nin Izleme Aracsi bélimiinde araa ayarlarini dedistirebilirsiniz.

Araanin bu yuklemesi System Center Operations Manager'a badliysa, Management
Server' elle araa yuklemesine izin verecek sekilde yapilandirdiginizdan emin olun. Bu ayan
degistirmek icin, Operation Manager konsolunda Yonetim'e tklayin ve Ayarlar

goriinimiinde Sunucu Givenligi Ozelliklerine gidin.

Ek olarak, Yonetim Sunucusu'ndaki kurallar bu araaya indiriimeden énce konsolun Yénetim
baliminde Bekleyen Yonetim gorinimindeki araciy onaylamaniz gerekir.

Agent kurulumu basaril bir sekilde tamamlaniyor.‘SON’ butonu ile
sonlandiriyoruz.



"msHOWTO

Operation Management Suite Solutions Gallery

Yazimizin baginda anlatmak istedigimiz gibi uctan uca bir ¢cozum saglayan
Oms, genel anlamiyla her riine hizmet vermektedir. Ik glinden bugline kadar
yeni yeni ¢gozumler eklenerek Cloud urunlerinden kendini bir adim daha one
cikartmistir. Her cozUman farkli bir gorevi ve bir is akisi bulunmaktadir. Bu
cozumleri tam anlami ile asagidaki ekran goruntusunde inceleyebilirsiniz.

Ll lelalslalalals olelalo

Makalenin ilk serisinde anlatildigi tizere Microsoft, OMS mimarisini 4 ana
baslikta birlestirdigini Solutions Gallery bolumunden de gorebiliyoruz.
Cozumlerin bir kismini sizlere anlatmaya ¢alisacagim;

1. AD Assessment
Active Directory ortaminin saglik ve risk durumunu degerlendiren bir servistir.
Ayni zamanda duzenli araliklarla alt yapi ile ilgili oneriler sunmaktadir. Bu
oneriler dogrultusunda alt yapilarda olugabilecek felaketler onlenebilir. AD
Assesment ile Active Directory’e ait glvenlik loglari, performans, upgrade ya da
deployment gibi Active Directory ile ilgili Assesment anlaminda tum sireglerin
takibinin yapilacagi monitorler yer almaktadir.

AD Assessment

4 i
High Priority Recommendations
Servers Assessed
on Fri Aug 26 2016
19e

Low Priority Recommendations

99%e

Passed checks

AD Assesment loglari temelde 5 alt baslikta toplanmig olup, her alt baslik kendi
icerisinde loglar toplamaktadir.

e Security and Compliance

¢ Availability and Business Continuity
e Performance and Scalability

e Upgrade, Migration and Deployment
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Overview » AD Assessment

SECURITY AND COMPLIANCE

. HIGH PRIORITY RECOMMENDAYTI.
2
LOW PRIORITY RECOMMENDATIO.
67%, I3
l PASSED CHECKS
12

PRIORITIZED RECOMMENDATIONS WEIGHT
Ensure that operating system updates are reviewed a.. 15.6

icy to prohibit blank pas.. 9.6

34

AVAILABILITY AND BUSINESS CONTINUITY

I
98%

LOW PRIORITY RECOMMENDATIO.

I PASSED CHECKS

PERFORMANCE AND SCALABILITY
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UPGRADE, MIGRATION AND DEPLOYMENT

88%

I PASSED CHECKS

PRIORITIZED RECOMMENDATIONS WEIGHT PRIORITIZED RECOMMENDATIONS WEIGHT PRIORITIZED RECOMMENDATIONS WEGHT
Configure the root PDC emulator to use an authorita... 2.5 Review pracesses with large working set sizes 03 Congratulations. Looking great!
Add subnet definitions to Active Directory sites 1.8

AD Assessment, loglari Microsoft'un Best Practices Analyzer (BPA)'Ina gore
kontrol edip akabinde de kullanicilara topladiklari loglari analiz ederek oneriler
sunmaktadir. AD Assesment’in sunmug oldugu loglari monitorleme iglemleri ile
beraber sunulan oneriler ile de alt yapilarinizi daha duzgun bir hale
getirebilirsiniz. AD Assesment ile 6rnek dashboard asagidaki gibidir

AD Assessment

Overview

SECURITY AND COMPLIANCE

putation of your organization by

64%’
lf from security threats and

u meeting technical, legal and regulatory

I HIGH PRIORITY RECOMMENDATI.

3

I LOW PRIORITY RECOMMENDATIO

| PASSED CHECKS

compliance requirements,

Focus Area

PRIORITIZED RECOMMENDATIONS

Ensure that operating system updates
are reviewed and installed within 60
days.

Failure to keep core infrastructure servers updated with the
latest operating system updates and service packs leaves the
entire environment at extreme risk to service outages data
loss and exposure and other malicious activities. The loss of
the Active Directory infrastructure can be a corporate-wide
crippling event

156 A

Configure your password policy to 96
prohibit blank passwords.

Your environment currently permits blank passwords. This is
deficiency that makes it much easier for

15 to access and compromise your network.

a serious s

malicious

Change your password policy to enforce 34
minimum password complexity rules.

Your environment does not enforce password complexity
rules. This creates a security vulnerability as malicious users
can discover simple passwords relatively quickly by using so-
called brute force or dictionary attacks.

Change your password policy to enforce 34
a minimum password age.

Your environment does not enforce a minimum password
age. This enables users to change passwords repeatedly over
2 very short period of time. Some users may take advantage
of this to circumvent password history requirements thereby
effectively enabling them to repeat the same password. This

RECOMMENDATION

Your environment does not enforce password history requirements. This enables users to repeat the same password, which
means that the password may never actually change. This increases the chances that password could be compromised by brute

force attacks. /

1. Open the group policy editor (gpedit.msc) with a domain administrator account and navigate to the affected domain,

2. Navigate to Computer C urity Setti i Policy.

3. Change the value of the Enforce password history setting to the number of passwords that you want the domain to
remember.

SUGGES!

ED ACTIONS

You can use the following high-level steps to enforce password history requirements:

You can configure the Enforce password history setting to remember between 0 and 24 passwords. If you set the number of
passwords to 0, users can specify a new password that is the same s their previous password.

The default value for Enforce password history is 24 passwords remembered. Microsoft recommends that you use this value.

PRIORITIZATION GUIDANCE

Impact: High Impact Probability: Very Low Effort: Low Effort

AFFECTED OBJECTS Last Assessed Date

o Sun Jan 08 2017

CONTEXT

password history requirements allows users to repeat the sal
rd changes and is a risky security practice, since malicious af
re your password policy to remember 24 passwords unle:

rds. This defeats the intent behind requiring
etermine passwords are more likely to
compelling business reason not to.

You should use the Enforce password history setting in conjunction with the Minimum password age setting. If the minimum
password age is set to 0 days, meaning passwords can be changed immediately, then a user could change their password

repeatedly until their desired password is removed from the password history. The password then effectively never changes. v
Defining a minimum oassword age in coniunction with a password historv reauirement helos ensure that users follow aood

AD Assessment - Security and Compliance tabindan herhangi bir aksiyona
tikladigimizda, 6ncelikli dnerilerine gére siralandigini géreceksiniz. Onem

derecesi yuksek olan islemleri ilk siraya koyarak sizlere konuyla ilgili tavsiyeler
sunar. Ekran goruntusunu incelersek, ortamin kullanici sifreleri ile ilgili guvenli

bir calisma yapilmadigi onerisinin sundugunu tavisiyeler kisminda incelenebilir.

Suggested Actions (Onerilen Eylem) tabina baktigimizda ise tavsiyeler

kisminda onerilen uyari ile ilgili nasil bir gozUm yolu saglayacaginizi detayl bir

sekilde anlatmaktadir. Ayrica Context tabinda ise ¢ozumle ilgili Microsoft'un
technet makaleleri sunarak sizlere en dogru yolu gosterir.



2. Malware Assessment
Microsoft OMS ¢ozumlerinden Malware Assessment hem Windows hem de
Linux sunucularinizin zararli yazilim durumlarini ve potansiyel tehditlerini
takibini saglayan ¢ozumdur. Malware Assessment ile hem Azure hemde
local ortamindaki makinalarin Gzerindeki Windows Defender’in aktif
durumunu ve sunucu ya da bilgisayarlari tehdit eden durumlar gozlemlenir.
Ayni zamanda Antimalware Assessment izlenen sunucularda algilanan
tehditleri okur ve belirli araliklarda ise islenen verileri buluta gonderilir.

Antimalware Assessment

18
COMPUTERS

NEED
ATTENTION

Active Threats
0

Remediated Threats

I Insufficient Protection

18

Solutions Gallery bolumunden Antimalware Assessment aktif edilir. Kisa

sure i¢inde ilgili Loglarin ekrana yansidigini goreceksiniz.

o Overview » Antimalware Assessment
THREATS STATUS

Computers with detected threats

ACTIVE THREATS
oo 1
oL

REMEDIATED THREATS

COMPUTER NAME

OMS-SEC

DETECTED THREATS PROTECTION STATUS

H1 Computers with insufficient protection
COMPUTERS

Seea

' I SIGNATURE OUT OF DATE
1
23 I NO REAL TIME PROTECTION
ToTAL 5
I OTHERS
17

nnnnnnnn

TYPE OF PROTECTION

Computers with antimalware protection
SYSTEM CENTER ENDPOINT PROT.

a I MALICIOUS SOFTWARE REMOVAL.
57 18
vvvvv I WINDOWS DEFENDER
I NO DETECTED ANTIMALWARE

Buluta gonderilen verileri Antimalware Assessment paneli Uzerinden
gorebilirsiniz. Bunlar; Threats Status, Detected Threats, Protection
Status, Type The Protection tablari olmak Uzere 4’e ayrilmaktadir.



0 Log Search
a = x ©°
Export Favorites History
A
ﬁ] <
Data based on last 1 day v | B Type=ProtectionStatus TypeofProtection = "System Center Endpoint Protection”
all
1 bar = 1hr 606 Results =List  iiZTable

9/18/2016 1:54:30.820 AM | ProtectionStatus

IIIIIIIIIIIIIIIIIIIIIIII w TimeGenerate : 9/18/2016 1:54:30.820 AM
v De : e1c7f5d1-1a49-4a3d-b503-9793dc1e2c75

1:58:56 AM 5:58:56 PM

Sep 17, 2016 Sep 17, 2016 k : 150
o o : No threats detected

« Pro usRank : 150
TYPE (1) P : Real time protection
ProtectionStatus 606 ils : AntivirusSignatureLastUpdated:09/17/2016 15:23:55
n 1 1.227.2561.0
ction : System Center Endpoint Protection

DETECTIONID (100!
ke : 9/18/2016 1:54:30.000 AM

0044e5ef-b058-4ac4-accc-712e839e7438 1 . Computer  FriedEgg02

0118aa15-5985-4196-b6da-4d5f0eed42ed 1 [+] show more

istedige bagli olarak secilen log’un Uzerine tiklandiginda karsiniza detayli
bir sekilde inceleyebileceginiz bir panel gelecektir. Burada sunucu ve client
cihazlarinizin tehdit altinda olup olmadigi ayrintili bir sekilde gorebilirsiniz.

3. Alert Management
Operations Management Uzerindeki uyarilarinizi ve bunlara bagh tim
sunucularinizi géruntulemenize yardimci olur. Bu ¢ozum aragi sayesinde,
uyarilari kolayca analiz etmenize ve sunucunun temel nedenlerini
belirlemenize yardimci olabilir. Ayrica OMS iginde Uretilen uyarilarin kontrol
edilmesine ek olarak, bu uyarilari belirledigimiz zaman diliminde ve
istedigimiz araliklarla mail yolu ile raporlayabiliyoruz.

Alert Management

1
1 800m
600m

. g 9 400m
Active critical alerts in the last 200m
0

24 hours

3am

Active warning alerts in the last
24 hours

O=NWhHh WU

T1pm 7pm 3pm 7am 3am
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Varolan ortamimizda nasil Alert’ler olusturabiliriz ;

* OMS ile entegre olan sunuculara, her uzakmasaustu yapildigindan
System Admin’ine mail attirilabilir.

« Bir kullanici hesabinin sunucu Uzerine kag kere LOGON oldugunun uyari
maili attirilabilir.

* Critical update’lerini durumunu goésteren bir uyari maili génderilebilir.

 Sunucularin Disk,Cpu ve Ram durumunu gosteren bir uyari maili
gonderilebilir.

2 H e 2

Overview » Alert Management Dashboard

ACTIVE ALERTS ALL ALERTS

Critical Alerts Warning Alerts Active SCOM Alerts Critical Alerts

CRITICAL
. Wi

9.6K WARNING

TOTAL 256
INFO
le 10 9 3

ALERT NAME COUNT ALERT NAME COUNT SOURCE

Management Configuration Se. 1 — Operatia nager Failed t

Aler Management bolimune tikladigimizda yukaridaki ekran gorintusu bizi
karsilayacaktir. Bu Dashboard tzerinde olusturdugumuz Alerts‘in ne zaman
calistigini ve calisirken alinan uyarilari sizler sunmaktadir. Scom tzerindeki
uyarilari da Active Scom Alerts bolumunde takip edebilirsiniz.
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4. Security And Audit
Azure Monitoring’nin “Security And Audit” ¢6zumu, sunucu ve
bilgisayarlardan toplanan guvenlik ve denetim verileri Uzerinde analizler
yapilmasini saglayan ve monitor edilecek makinalar ile baglanti
saglandiginda cihazlar Gzerinde alinan aksiyonlarin takibini de
gerceklestirilebildigi ¢ozumdur. Ayrica ortamda gerceklesen problemleri
goruntuleyerek, BT sureclerine yarar saglanir.

Security and Audit

525

Active Computers

207220

Accounts Authenticated

Security Domains - Notable Issues - Detections (Preview) - Threat
Intelligence isimli bolumlerden olusmaktadir. Bunlarda kendi iginde
dallanarak yapinizin en uc noktasindaki aksiyonu inceleyebilirsiniz.

[l Overview » Security And Audit

2 B v +

AAAAAAA

nnnnn

AUSTRALIA| AMERICA,
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OMS Guvenlik ve Denetim panosu dort ana kategoride dizenlenmigtir:

e Guvenlik Etki Alanlari: Bu boliumde guvenlik kayitlarini iceren bilgiler
gorurlur. Bu kayitlar kotu amagli yazilim degerlendirmesine, ag
guvenligi, kimlik ve erigim bilgileri, sunucu ve client givenligi ve Azure
Guvenlik Merkezi ‘dir.

o Onemli Sorunlar: Bu secenek etkin sorunlarin sayisini ve sorunlarin
onem derecesini hizlica tanimlamaniza yardimci olur.

e Algilama (Onizleme): Kaynaklariniza karsi gerceklesen guvenlik
uyarilarini gorsellestirerek saldiri dizenlerini tanimlayabilmenizi
sadlar.

e Tehdit Bilgileri: Giden kotu amaclh IP trafigine sahip sunucularin
toplam sayisini, koti amach tehdit turtinu ve bu IP'lerin nereden
geldigini gosteren bir haritayi gorsellegtirerek saldiri dizenlerini
tanimlayabilmenizi saglar.

e Sik kullanilan guvenlik sorgulari: Bu segenek ortaminizi izlemek igin
en sik kullanabilecegdiniz guvenlik sorgulama bolimuadur. Bu
sorgulardan birine tikladiginizda, bu sorguya iligskin sonuglar elde edilir.

5. Change Tracking

Sunucular Uzerinde herhangi bir yuklu olan yazilimlarda, uygulamalarda ya
da serviste degisiklik oldugunda “Change Tracking” boluminden
gozlemlenebilir. Temelde asagidaki degisikleri monitor edilmekte olup,
loglara ilgili alt bagliklardan erigim saglanir.

Change Tracking

2.4K
ALL CHANGES

990

500

un — wn [

Dec12 Dec13 Dec14 Dec15 Dec16 Dec17 Dec18
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Kullanima hazir gérinumlerle, 6nemli senaryolara iligkin bilgiler
edinebilirsiniz, Bu bilgiler agagida verilmektedir;

e Yazilim ve Windows hizmetleri igin yapilandirma turane goére
degisiklikler

e Bireysel sunucular i¢in uygulamalar ve guncellemeler i¢in yazilim
degisiklikleri

e Her bir uygulama igin yazilim degisiklikleri sayisi

e Bireysel sunucular i¢cin Windows hizmet degisiklikleri

e Exchange, SQL, SharePoint gibi belirli bir is yikine uygulanan
degisiklikler

@ Overview » Change Tracking

/® CONFIGURATION CHANGES SUMMARY CHANGES BY CONFIGURATION TYPE SOFTWARE CHANGES
B e b
anges over time by type Software Changes
ul 129m o6 oM Dec18 o6 am 1270 o6 PM I
I ' 14
oo 7 | i
& ToTAL 9
b— e R e
p
© SunMonTueWedTh 50
W  comr ompuTE cou
73 - -
46 116 18 66 5
= 22 w—
m 2
— e e R
—
13 15 6 10
tol
&
WindowsServices _
2 2?2 34

6. Update Management
OMS dashboard’una update management ¢cozumunu eklediginizde,
Windows ve lunix sunucularina ait update’lerin durumu gorebilirsiniz.

Update Management

Need Critical Updates

21
73.59% H Need Security Updates
COMPUTERS 12
NEED Need Other Updates
ATTENTION 17
Updated
| 18




Overview » Update Management

Deploy updates, Linux reporting, and other features are now available in the OMS per node pricing tier. Learn more about these capabilities and pricing. Click here for this optional upgrade.

COMPUTERS MISSING UPDATES REQUIRED MISSING UPDATES
Windows Computers Linux Computers Windows Critical/Security Updates Linux Package Updates
cairica
’ 116 CRITICAL '.’T@ CRITICAL
| securiTY 5 28
50 12 7 1.1K ﬂ ol
COMPUTER: oTHER b UPDATES 81
4
al "@ 15 Tt i
L Hole - 987
secuRiny omHeR SECURITY  OTHER NUMBER OF UPDATES cussiFicaTio NUMBER OF UPDATES
72 6 213 1K — Critical Updates 28 |
% 6 a2 20 m Security Updates o
33 6 8 87 Critical Updates 153 m Others 987  n—
33 6 179 Update Rollups 16 =
303 6 21 153 Definition Updates
96 3 0 1] 138 Drivers
62 0 0 5
54 6
56
1

Update Management ¢ozumune tikladiginizda Computers Missing
Updates (Windows Computers - Lunix Computers) - Required Missing
Updates (Windows Critical/Security Update - Lunix package Update) isimli
iki ana baslik goreceksiniz. Computers Missing Updates , hangi
sunucularin update alip, almadigini ve bu update’lerin sayisini gosteren
bolumdur. Required Missing Updates, ise windows ve lunix sunucularina
ait eksik update’leri gosteren bolumdur.

@ Log Search

S o o+ O

B Bpot  Favedtes  Histoy

Data based on last 1 day

I Type:Update OSTypel=Linux AND (Classification:*Security Updates® OR Classification:"Critical Updates") AND L AND Op AND Appr
ol
1 bar = thr
TKResults =List ZTable BB Updates (1176)
.I I.I- i II- Classification of updates Age of updates (Days) Average installation time
L] — — (1
125017 A 43042 P (Missing updates)
e 162016 Do 16,2015
/”T -
o ) = 4 154 800 Not enough data
& y We are still collecting the data required to
TVPE (1) fi« f Security 600 calculate average time
(» '\ 1.4k 13K
Update 1K { o y 400
W 4 : -
-
%\_ _ ¢ 200 0 of 14K
. Updates included
¢ Older 180 150 120 90 &0 30 Recent
Missing and applied updates Computers related Updates older than

to these updates 30 days

1.4K 0
missing applied 28 13K

Required and optional updates

1.4K 0

+Add required optional

Ornek olarak Windows Critical/Security Update tikladi§imizda Windows
sunucularin guvenlik ve kritik guncellemelerin analiz tablosunu gorebilirsiniz.
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7. SQL Assessment
SQL Assessment bolumiunde SQL sunucusu ile ilgili alinmasi gereken
onlemleri ve Onerileri bulabilirsiniz. Bu oneriler degerlendirilerek SQL alt
yapisinda iyilestirmeler yapilip, stabil galismasi saglanabilir.SQL
Assessment loglari temelde 5 alt baslikta toplanmig olup, her alt baglk
kendi igerisinde loglar toplamaktadir.

Security and Compliance
Availability and Business Continuity
Performance and Scalability
Upgrade, Migration and Deployment

SQL Assessment

7 6o
High Priority Recommendations

Servers Assessed
on Sun Dec 04 2016

200

Low Priority Recommendations

82e

Passed checks

Overview b SQL Assessment

SECURITY AND COMPLIANCE AVAILABILITY AND BUSINESS CONTINUITY PERFORMANCE AND SCALABILITY UPGRADE, MIGRATION AND DEPLOYMENT

~ I HIGH PRIORITY RECOMMENDATI. ' l HIGH PRIORITY RECOMMENDATI. .
‘ I LOW PRIORITY RECOMMENDATIO. ‘ 4 2 I LOW PRIORITY RECOMMENDATIO.
4 LOW PRIORITY RECOMMENDATIO. LOW PRIORITY RECOMMENDATIO.
82% A 0%l |3 64% 8 |1 90% S
I 18 I uuuuuuuuuuu I PASSED CHECKS I
24 24

o Hw 2

©0P—=

Sql Assessment solutions’ina tiklandiginda gesitli analizler gorunmektedir.
Bu oOneriler dogrultusunda SQL veri tabaninin saglik durumunu
inceleyebilirsiniz. Her oneriler oncelik sirasina gore bir puanlama ile
yansitilir.
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Overview » SQL Assessment Focus Area

AVAILABILITY AND BUSINESS CONTINUITY PRIORITIZED RECOMMENDATIONS =2 [RECOMMENDATION

not had a full backup in the last se
over an old full backup will increa

~————3 Schedule full database backups at least T4 A o
weekly. 4

i
§o
B
i

<270 . HiGH PRIORITY RECOMMENDATI.

PRIORITIZATION GUIDANCE
Impact: High Impact Probability: Moderate Effort: Moderate Effort

AFFECTED OBJECTS

CONTEXT

Resimde gosterildigi Uzere oncelik sirasi en yuksek olan 7.4 puanli oneriyi
inceleyelim. “ Schedule full database backups at least weekly” bu uyari
SQL veri tabaninin haftada en az bir kez yedekleme yapilmasi gerektiginin
uyarisini vermektedir. Recommendation kisminda belirtilen sucular
Uzerinde son 7 gun iginde bir yedekleme yapiimadigi gozlemlenmistir. Buna
istinaden bir attaki bolumde ise (Suggsted actions) yedekleme yapilmayan
sunucularin biran once yedekleme yapilmasi gerektigini vurgumaktadir.
Boylece duzenli bir yedekleme sonrasinda veri tabaninin performansini
etkiledigini gorebilirsiniz.

8. Agent Health
Agent Health, Windows ve linux sunuculariniz dzerinde kurulu olan OMS
agent’larin durumu ve dagitim istatistiklerini gorsel halde gosteren bir
¢6zUmddur. Birden fazla sunucularinizin oldugunu dusursek, bu ¢ézimle
birlikte sunucular Uzerinde Agent saglik durumu yakindan takip edebilirsiniz.
Ayrica Agent’inizin OMS ile iletisim halinde olup olmadigini da
gozlemleyebilirsiniz.

(Al  Solutions Gallery » Details

ol Agent Health

Add
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Solutions Gallery boluminden Agent Health ¢cozUmunu aktif hale getiril

Agent Health

81

Total count of agents

0

Count of unresponsive agents in the last 24 hours

Cozumu etkinlestirildikten sonra, Agent Health ¢ozumu OMS Dashboard
sayfaniza eklenir ve son 24 saat i¢cinde toplam agent sayisini ve yanit
vermeyen temsilci sayisini gosterir.

Agent Health asagidaki basliklardan olugsmaktadir. Bunlar ;

e Agent count over time

e Count of unresponsive agents

e Distribution by OS Type

e Distribution by Agent Version

e Distribution by Agent Category

e Distribution by Management Group
e Geo-location of Agents

e Count of Gateways Installed

A8 Overview » Agent Health
p AGENT COUNT OVER TIME COUNT OF UNRESPONSIVE AGENTS DISTRIBUTION BY OSTYPE DISTRIBUTION BY AGENT VERSION
B
a o § s
—— 8.0.11030.0
® ’) Windons \ I3
oo P 81 62 81 72109750
TOTAL Linu TOTAL 14
20 O I 19 ’ 7.110184.0
e =" |
ALL AGENTS compureR LAST HEARTBEAT TiMe osTvee count AGENT VeRsioN
DBOS.contoso.com Windows 62 e— 8.0.11030.0
SCOMO1-TS.corp tailspin.com Linux 19 = 7.2.10375.0
Opslnsights02.contoso.com 71101840
Opsinsights04.contoso.com £20.10900.0
VMMO02.contoso.com 1.1.0-217
OMO2.contoso.com 1.2.0-148
Opslnsights05.contoso.com 1.20-25
Opsinsights01.contoso.com 7.2.10679.0
Opslnsight-RRAS.contoso.co m 1.2.1-148
hrweb01.contoso.com 7.1.10226.0

See all.. See all. See all... See all...

ir.

COUNT
18—

14—

12 e—
6 mmm
5 mm
4 mm
3m

3m
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Agent count over time : Hem Linux hem de Windows agent’larin kag
gunltk gecerli olduklarini gosteren kisimdir

Count of unresponsive agents : Son 24 saat icinde bir sinyal gonderen
agent’lari listeler.

Distribution by OS Type : Ortaminizda ka¢ tane Windows ve Linux
agent’inin bulundugunu gosteren bolumdur.

Distribution by Agent Version : Ortaminiza kurulan farkl ajan
suruamlerinin ve sayisini gosterir.

DISTRIBUTION BY AGENT CATEGORY DISTRIBUTION BY MANAGEMENT GROUP AGENT GEO-LOCATION COUNT OF GATEWAYS INSTALLED
I oecaaen I O 635eat-4210-4c25.8a36-65. K WL
65 46 {’%*’ 63
81 SCOM Aqent 62 PUBICMG s b
TOTAL 14 ToTAL 14 TOTAL [. 7
eeeeeeeeeeeeeeeee OMS Experience 2016 [ Netherlands
2 2 4
CATEGORY count MANAGEMENT GROUP count COUNTRY count GATEWAY SERVERS
Direct Agent 65 n— AOI-d699eeaf-4210-4c2a-8a36... 46 e— United States 63 —
SCOM Agent 14 mm PublicMG 14 wm India
SCOM Management Server 213 OMS_Experience_2016 21 Netherlands 4

JJJJJ

Distribution by Agent Category : Agent heartbeat olaylarini gdnderen
farkli agent kategorilerinin bir bolumudur. (SCOM ve SCSM yonetim
kontrolleri)

Distribution by Management Group : Ortaminizdaki farklil SCOM Yonetim
gruplarini gézlemlediginiz bolumdur.

Geo-location of Agents : Agent’larin bulundugu farkli tlkelerin ve her
ulkede kurulu olan agent’larin toplam sayisi gosteren bolumdur.

Count of Gateways Installed : OMS Gateway kurulu oldugu
sunucularin sayisinin listelendigi bolumdur.
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Log Search
m *x O
Export Favorites History

Data based on last 1 day

<
VA

1bar = 1hr

2:06:18 PM
Jan 2, 2017

o

TYPE (1)

Heartbeat

REMOTEIPCOUNTRY (7)
United States
India
Netherlands
Japan
Singapore

[+] More

6:06:18 AM
Jan 3, 2017

o

113K

99K
9K
2K
2K

576

Type=Heartbeat | distinct Computer

81Results = List

EZZTable

. Computer

.. Computer

: VMMO2.contoso.com

: Opslinsight-RRAS.contoso.com
: hrweb01.contoso.com

: infoweb01.contoso.com

: infoweb02.contoso.com

: DBO4.contoso.com

: SCOMDBO1-TS.corp.tailspin.com
: DBO2.contoso.com

: DBO03.contoso.com

: azure-app01

: AcmeWFEQ02

: AzureMktg02

: AzureTest03
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Type=Heartbeat | Distinct Computer sorgu cumlesi sayesinde OMS Agent'i
kurulu olan tum bilgisayarlari listeleyebilirsiniz.

Operation Management Suite Kullanici Yonetimi
Operation Management Suite Uzerinde kullanici yetkilendirme islemini
Settings - Accout - Manage Users yollarini takip ederek yapabilirsiniz. Bu
pencerenin Ust bolumunde Tenant'inizi, Domain name’mi ve size atanan
tenant id’'nizi gorebilirsiniz.

@

QEE‘

Overview

Settings

=_m Solutions

é)) Connected Sources
0 Data

l' Computer Groups
&% Accounts

A Alerts

@0 Power BI

ﬂ Preview Features

0 Workspace Information

<4 Manage Users

® pure Subscription & Data Plan >

o(’} Automation Account

MANAGE USERS

4Link Organization

Organizational accounts will be added from the following Azure Active Directory Tenant:

Tenant Display Name
PeakUp Information Technologies

Tenant Domain Name:
peakup.org

Tenant ID:
cBbe3380-d32e-4fb4-99f3-e815f6ede362

(Change Organization




Alt bolumde ise kullanici yetkilendirme islemlerini goreceksiniz. Resimde
gorundugu tzere ilgili Search kismina User ve Group isimleri aratarak OMS
portalina istenilen kisilere yetki verebiliriz. Bu yetkiler hesap turtine ve
kullanici turtne gore ikiye ayrilir. Hesap turune gore, Organizational
Account - Microsoft Account — Microsoft Support diye 3’e ayrilir. Bu
hesap turlerine ise Administrator — Contributor — ReadOnly User yetkileri
verilebilir.

ﬂD AD Assessment Alert Management

4 e 0
High Priority Recommendations

Servers Assesse d Active critical alerts in the last

on Thu Dec 08 2016 24 hours
7o 2
Low Priority Recommendations 2

Log Search

Active warning alerts in the last  500m
0

99¢ 24 hours 9pm 5pm 5am
Passed checks

My Dashboard

DDI Analytics Network Performance Monitor (Preview)

Unhealthy Subnetwork Links
SUBNETWORK

Malicious Activity DNS Servers LINKS Healthy Subnetwork Links
(Last 24 hours) 149

olln

Usage

Ornegin herhangi bir hesap tuiri altindaki bir kullaniclya ReadOnly User
yetkisi verdiginizde yukaridaki resimde gorundugu gibi Settings ve Usage
butonlari kaybolacaktir. Bu sayede higbir kullanici varolan ayarlar Gzerinde
degisiklik yapamayacaktir.

Operations Management Suite ile Office 365 Kullanimi

OMS sayesinde birgok veri merkezinizden ya da bulut platformu Gzerinden
toplandigimiz log’lar artik, Office 365 tarafinda yapilan aksiyonlarin takibini
sag@layarak ilgili log’lari topluyor olacagiz. Office 365 solutions Gallery ‘nin
destekigi is yikleri ise Azure AD, Exchange ve SharePoint ‘tir. ilgili Office 365
hesabinizi ekledikten sonra hi¢ sey yapmaniza gerek kalmayacaktir, zaman
icerinde belirli araliklarla Office 365 log’larin toplandigini géreceksiniz.
Operations management suite portalina girerek, Office 365 Solutions Gallery’ni
dashboard’a ekliyoruz.
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(Al Overview » Settings

Office 365 (P!
Jol 19 solutions > = Windows Servers > Connect your Office 365 environments
B 0 OFFICE 365 SUBSCRIPTIONS CONNECTED
é’] Connected Sources > (_\ Linux Servers >
a
ol 0 Data > @ )zure Storage >
B Sign in to your account - Google Chrome o x|
@ Microsoft Corporation [US] | https://login.microsoftonline.com/common/oauth2/ ¥ |
ll Computer Groups > System Center > ‘
|
B Accounts > |:I Office 365 > Ofﬁce 365
A Alerts > fm Windows Telemetry >
Work or school, or personal Microsoft account
@7 Power BI >
support@peakup365.onmicrosoft.com
&= Preview Features > | | b=

Keep me signed in

Can't access your account?

Dashboard’'umuza eklenen Office 365 solutions’na baglanti saglamak
icin Connectec Sources butonu uzerinden Office 365 butona geliyoruz.
Akabinde Connect Office 365 linkine tiklayarak hesabimizin girigini yapioruz.

2} https;//login.microsoftonline.com/ - Office 365 Yetkile.. — O X

Office 365

Uygulama yayinlayicisinin web sitesi: eus.login.mms.microsoft.com

Office 365, sunun icin izne gerek duyuyor:

* Read activity data for your organization (Office 365 Management
APIs) @

¢ Read threat intelligence data for your organization. (Office 365
Management APls) @

* Read activity reports for your organization (Office 365
Management APls) @

* Read service health information for your organization (Office 365
Management APls) @

* Oturum agma ve kullanici profillerini okumay etkinlestir @

Su sekilde oturum actiniz: emre@erbul365.onmicrosoft.com
(yonetici)

Kabul ediyorsaniz bu uygulamanin kurulusunuzdaki tim
kullanicilar icin belirtilen kaynaklara erisimi olacak. izinler baska
kimseye sorulmayacak. Daha fazla ayrinti
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Girig yaptigimiz office 365 hesabi ile ilgili gerekli bilgileri ve izinleri kabul

ederek baglantimizi gergeklestiriyoruz.

Office 365 (Preview)

Connect your Office 365 environments.

1 OFFICE 365 SUBSCRIPTION CONNECTED

Connect Office 365

Account Subscription Workloads Status

Azure Active Directory
support@peakup365.onmic... dOcef054-10af-4869-aabb-5960b37e... Exchange Active
SharePoint

Remove

X

llgili Account’'umuzu eklendigini gérebiliyoruz. Farkl Office 365 Account da

ekleyebiliyoruz.

Office 365

exchange
84

60

sharepoint
10

I azureactivedirectory

Kisa bir sure iginde ilgili Office 365 Account ‘u Uzerinde alinan aksiyonlari

OMS portalinda gorebilirsiniz.



"msHOWTO
Office 365 Solutions Gallery altinda;

Operations: Tum izlenen Office 365 hesaplari hakkinda bilgiler toplar ve
analizleri gOsterir.

Azure AD: Azure Active Directory ile birlikte kullanici oturum agma denemesi
veya sifte degisikligi gibi islemleri gorebilirsiniz.

Exchange: Add-Mailbox Permission, Set-Mailbox vs. aksiyonlari ve
Exchange Server faaliyetlerinin dokimunu gosterir.

SharePoint: Bu bolumde ise Sharepoint belgeleri Uzerindeki tum faaliyetleri
gOsterir. Herhangi bir dosyaya kim tarafindan erisildigi ve hangi ip tarafindan
bu dosya Uzerinde islem sagdlandi§ini gorebilirsiniz. Ornegin, organizasyon
veya populer SharePoint sitelar1 diginda paylasilan dosyalari takibini
saglayabilirsiniz.

Al Overview » Office 365

|154 Exchange activitie SharePoint activities Azure Active Directory Activit

Operations Management Suite ile PowerBl Kullanimi

Power Bl aslinda sizlere her gun kullandiginiz Excel ve Office 365 gibi
urunlerinizde veriler ile galigmaniz igin yeni ve guglu bir yol sunuyor. Artik
Excel ile daha once benzerini gormediginiz sekilde verileri kesfedebilecek,
analiz edebilecek, gorsellestirebilecek ve bu sayede isiniz igin degerli istatistik
veriler olusturabileceksiniz. Office 365 i¢in Power Bl ile bulut tabanli bir B
ortaminin dagitimini kolayca yapabilir ve kullanicilarin her yerden
paylasmasini, ortak calisabilmelerini ve raporlara erigebilmelerini
saglayabilirsiniz.
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OMS uzerindeki verilerinizi PowerBl ile gliclendirin.

b

Microsoft omMs

—— i) Power B

\

www.emreerbulmus.co :'1*|

Simdi Operations Management Suite ile PowerBI'nin 6zelliklerini birlestirerek
bulut ¢cozimlerine ne kadar fayda sagladigina sahit olacagiz. Ik olarak Azure
panelinden Operations Insightservislerinden OMS Portal’ina girig yapiyoruz.

in Overview » Settings

§o) =.ﬁ! Solutions >
a 8) Connected Sources > PowerBl Inteqration  COMfigure OMS to periodically push data to PowerB based on a search query

B§ computer Groups >

&% Accounts >

Alerts >

@9 Power BI >

2 Preview Features >

Microsoft OMS Portalina giris yapildiktan
sonra Settings bolumindenPREWIEW FEATURES link'i altinda PowerBI
Integration 6zelligini Enable diyerek aktif ediyoruz.
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[A8 Overview » Settings

jol =¥/ Solutions > — > o Workspace Information > P 9
;]
2) Connected Sources > 24 Manage Users > PEAKUP
i
J & bata N & jsure Subscription & Data Plan > Sign in with your work or school account
EmreERBULMUS T
emre.erbulmus@peakup.org
B8 Computer Groups > &% Automation Account > p—
af455db6-fc77-48bc-85b4-14718eae5a75 i ,,,,,,,, |
B Accounts € > v e oification: Microsoft Operaf Keep me signed in

A Back
L Alerts > o
R ol COnnect to Power Bl Account t i 2

A9 Power BI >

2 Preview Features >

B Microsoft

PowerBI 6zelligini aktif ettikten sonra ise Settings bolumune
gelerekACCOUNTS kismindan PowerBI hesap bilgimizi dogruluyoruz.

Search

Bport | Powers!

I
S | @ |0 B % 9
= R
u}

" Type=ConfigurationChange ConfigChangeType=WindowsServices SvcChangeType!=State And Not (SvcName=BITS And SvcChangeType=StartupType) | measure count m Power BI
o .
44 Chart 2 Table
— OoMS
= COMPUTER COUNTy,
MOC
T — Use current search query v
125C =
Schedule
sults
1 Hours v

Dataset Name:

oms X

T

PowerBIl hesabimizi dogruladiktan hemen sonra Log Search tabi altinda
PowerBI simgesini gorebiliriz. PowerBI simgesine tiklayarak sol tarafla ilgili
PowerBI ekrani agilir. Name ve DataName isimleri girdikten sonra save
butonuna basarak ilgili dokumani PowerBl dashboard’'umuza gonderiyoruz.
Resimde gorundugu Uzere iki sunucu Uzerindeki galisan Windows
Services’lerin adetini PowerBl ‘ portalina kaydettik.
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El  Power Bl

¢ Favorites

My Workspace ' . . 1
OMS ile PowerBI
© Show: Computer WS2012SQL1T ®WSDEMODC1.peakup.com

Dashboards

WS2012s0QL1

i Reports

Datasets
WSDEMODC 1.peakup.com

Ardindan PowerBI Portalina giris yaptiktan sonra

iIse Datasetsboliumunden, Operations Management Suite Uzerinde
kaydettigimiz oms dokimani gorebiliriz. OMS dokumanina tiklayarak sol
taraftaki Fields bolumu agilmaktadir. Biraz asagi indigimizde Results tabini
goreceksiniz bu tabi genigleterekComputer — SecutiryEvents —
TimeRead link’lerini isaretliyoruz. Ayrica Visualizations bolumu Gzerinden
isteye bagh grafik sekillerini ve renklerini kullanarak kendi PowerBI

raporlamamizi olugturabiliriz.

Alinan tum aksiyonlarinizi OMS ve PowerBIl sayesinde analiz edip, istatistik
veriler olusturabilirsiniz.
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SCOM ile OMS Nasil Entegre Edilir

Operations Management Suite makalelerimizde Windows, Linux, Azure,
Hyper-V, VMware ve Amazon gibi veri merkezlerinde OMS entegrasyonu
saglarken bir agent yardimi ile veri toplayip analiz edebiliyorduk, System
Center Operations Manager (SCOM) uzerindeki verilerinizi ise dogrudan,
Operations Management Suite ile iliskilendirerek verilerinizi analiz edebilirsiniz.

Bu yazimizda ise Scom ile Operations Management Suite entegrasyonunu
gerceklestiriyor olacagiz. llk olarak local ortaminizda bulunan scom
makinamizin guncellestirmeleri ve rollup update’lerin yapilmasi gerekir.

UNIX/Linux Computers #% Client Monitoring Overrid

%% Management Packs

4 _= Network Management

Discovery Wizard...

"

2'.' ey Rkt Create Management Pack

=? Network Devices Download Management Packs ... F
¥ Network Devices Pending Mand 58 Import Management Packs... .
4 | Notifications 2 New UserRole "
& Channels
_&1 Subscribas ?.) Create Run As Account...
! Create Run As Profile... |

=] Subscriptions

4 0 Operations Management Suite New channel »

113

& Connection %1 New subscriber... '
4
i Managed Computers New subscription...
4 & Product Connectors
B0 Al Commschors Add Management Group k

44 Resource Pools Refresh FS

Wt o i m = as

-
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COZUM SA

Rollup Update;

1. Operations Manager consolundan Administration tiklanir.

2. Ardindan Administration altinda Management Pack linkini
goreceksiniz.

3. Management Pack sag click Import Management Packs ‘e tiklanir.

4. Select Management Packs — Add diyerek “Program Files\Microsoft
System Center\Service Manager 2016\Operations Manager 2016
Management Packs” Klasorune indirdiginiz rollup’t gosteriyoruz.

5. Yada Dawnload Mangement Packs link’i ile indirebilirsiniz.

U

E"{.;_ Select Management Packs

Select Management Packs @ Help

<k Add ~ [f Properties ... ¢ Remove

Release Date Status  S0°S% |
i) | Microsoft System Center Advisor |... |7.1.10226.11
@ Microsoft System Center Advisor  7.1.10226.11...
i Microsoft System Center Advisor R... 7.1.10226.11...

@ Microsoft SystemCenter Visualizati... 7.1.10226.11...

Status details
Microsoft System Center Advisor Intemal version 7.1.10226.0 is mported.




O

!‘; = Import Management Pa

Select Management Packs @ Help

Downloading and importing the selected management packs.

Mame Version Status
J Microsoft System Center Advisor ... 7.1.10226.11... Imported

J Microsaft System Center Advisor 711022611, Imported
J Microsaft. SystemCenter Visualizati... 7.1.10226.11... Imported

Import Status Details

| Stop | | Close

Install butonu ile Rollup’larimi basaril bir sekilde yukluyoruz.

File Edit View Go Tasks Tools Help
L Jsen~ i Prv | Bion @

Administration < Connection

4 @ Administration 3
M8, Connected Management Groups
4 (%) Device Management
s Agent Managed

L Agentiess Managed :
@i i 6 Introduction Get Started: 3

Pending Managemernt
o it System Center Advisor is an online service that analyzes Register to Advisor Service

[ uNxinux Computers Installations of Microsoft Server software. Advisor collects data ‘Connect your SCOM management group o a
W Management Packs fom Y:I’" "':‘:"7“"“‘- analyzes i, and generates ":;:;’\“' new or existing Advisor account
- identity potential issues (such as missing security patches) or
4:L% Network Mansgement deviations from identified best practices with regard to
ﬂ Discovery Rules. 4 configuration and usage. Advisor aiso provides both current and
historical views of the configuration of servers in your -
5 Network Devices boreiiniabiny ” Learn About:
¥ Network Devices Pending Managemert
4 | Notificatiors Operations Manager now includes Advisor as an Attached System Center Advisor

s Service, which will allow you to add Advisor monitoring to Advisor Connector for Operations Manager
&] z Windows management servers in your SCOM emvironment.

< 2

m System Center Advisor Overview

Pl

@ Connection |
omputes
4 2 Product Connectors
99 Internal Connectors
Al Resource Pooks
4 ¥y Run As Configuration
$) Accounts v

Discovery Wizard...

Il Monitoring

2 Authoring
Reporting 1

" Administration

My Workspace
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COZUOM SANATTIR

Guncellegtirmelerimizi ve Rollup’larimizi yukledikten sonra sunucumuzu
yeniden baglatip, System Center Operation Manager consolunu agtigimizda,
Administration tabi altindan Operations Management Suite link'inin ekledigini
gOreceksiniz. Operations Management Suite ile baglanti saglamak iginde ayni
pencere Uzerinden Register to Advisor Service link’ine

tikliyoruz.

A

Account
Summary
Finish

Sign into your Microsoft account

PEAKUP

Sign in with your work or school account

emre.erbulmus@peakup.org

| oooo.ool{

[JKeep me signed in

Office 365 Portal Mimarisine Oturum Agmaktasmiz. Destek talepleriniz igin
adresini ya da + nolu telefony

kllanabiiesiniz.

©2016 Microsoht B® Microsoft

Termsofuse  Privacy & Cooldes

@ Authentication reauires that JavaScriot and cookies are enabled in Internet Exolorer.

| <Previous | Next > | Ceate || Cancel

Kargimiza gelen pencerede ise Operations Management Suite kUiiahlm adi
ve sifremiz ile giris yapiyoruz.

m Advisor Onboarding Wizard: Select Account

Authentication

hecon Create or Select Advisor Account

Summary

Finish Enter a name for your Advisor account, or select an existing account:

| emreerbuimus vl
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COZUM SANATTIR

Ardinda Varolan Workspace hesabimizi gosteriyoruz. Boylece Scom ile OMS

baglantimizi gerceklestirmis oluyoruz.

T

File Edit View Go Tasks Tools Help

5} 0 .

Administration
4 3 Administration
W, Connected Management Groups
4 [ Device Management
i Agent Managed
{3 Agentless Managed
ﬁ Management Servers
! Pending Management
|j UNIX/Linux Computers
Q‘ Management Packs
4 3 Network Managemert
‘E DiscoveryRules
2 Network Devices
:f Network Devices Pending Managemert
4 1 Notificatiors
(&} Channels

@_1 Subscribers
£2) Subscriptiors

- HQ Operations Management Suite
@c “—
& Managed Computers

4 & Product Connectors

< Connection

A

@ Introduction

System Center Advisor is an online service that analyzes
installations of Microsoft Server software. Advisor collects data
from your installations, analyzes it, and generates alerts that
identify potential issues (such as missing security patches) or
deviations from identified best practices with regard to
configuration and usage. Advisor also provides both current and
historical views of the configuration of servers in your
environment.

Operations Manager now includes Advisor as an Attached
Service, which will allow you to add Advisor monitoring to
Windows management servers in your SCOM environment.

‘ (4 Optional Configuration:

L Optionally configure the following settings:

Actions:

Add a Computer/Group

Re-configure Advisor

Learn About:

System Center Advisor
Advisor Connector for Operations Manager

Suan sadece OMS ile baglanti sagladik, Fakat Scom makinemizi OMS ile
entegrasyonunu tamamlanamadik. Operations Management Suite —
Connection link’i Uzerinde Add a Computer/Group tikliyoruz.

To add computers, search for available computers and then add them to the selected computers list.
Options:
IWndows Computer v |
Filter by (optional):
1
Available items
Name Full Name
i' SCOM contoso.com Microsoft. Windows Computer:SCOM contoso.com
Selected objects 2 I—IM bl
Name Full Name
i" SCOM contoso.com Microsoft. Windows . Computer: SCOM .contoso.com
| ok || Cancel

Search ederek Scom makinasini bulunup, eklenir.
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OMS portal Uzerinden Settings - Connected Sources — System Center
tablarini izleyerek saglikl bir sekilde baglandigini gorebilirsiniz. Eklenen link’in
uzerine tikladigimizda SCOM tarafinda toplanan log’lari OMS dashboard’ina
aktarildigini goreceksiniz.
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Bu sayede System Center Operations Manager makinamiz ile ilgili tim verilere
kisa sure iginde sahip olup, gerekli analizleri yapabiliriz.
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Operations Management Suite lisanslama ve Fiyatlandirma
Operations Management Suite Insight & Analytics'i segerken, Ucretsiz ve tek

basina Log Analytics veya OMS Insight & Analytics arasinda secimler
yapilabilir.

S S500MB =\ Unlimited ; %
=7 Daily upload limit " Daily upload limit a Insight + Analytics
T\ 7 Days £ 31days .
(‘. L Data Retention "-\9 Data Retention Q Automation + Control
90 days 90 days : .
ﬁ Activizg Log ﬁ Activit',)'( Log ﬁ Security + Compliance
500 min/month m 10+ 3 Unlimited
Runbooks =. Management solutions '__: Daily upload limit
A/ Unlimited /'L 31days
Ii II Azure metrics \( -/ Data Retention
gm  Unlimited # Unlimited min
+ Azure diagnostics logs ﬁ Runbooks

OMS lisanslama modelleri 3 ana baslikta inceleyebilirsiniz.

v' F (Free) model: Ucretsiz, glinde toplam 500 MB dolagim saglar ve 7
gun sureyle saklama (yalnizca Log Analytics igin) sunar.

v S (Standalone) model: 30 glinliik saklama ile GB basina 2,30 $ 'k
sinirsiz alim saglar (yalnizca Log Analytics i¢in). Azure Monitor
entegrasyonu ile Azure etkinlik gunluklerine, dlgimlerine ve log
gunluklerine 90 gunluk erigim saglanabilir.

v' (OMS) model: OMS’in sunmus oldugu E1 — E2 aboneliklerin hepsini
kapsamaktadir. Bunu segerseniz, lisanslama yoluyla Log Analytics,
Application Dependency Monitor ve Network Performance Monitor gibi
OMS'nin bir pargasi olarak hizmetleri kullanabilirsiniz.
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e Operations Management Suite aboneligi
Operations Management Suite iki abonelik se¢cenegi sunar, Bunlar
Operations Management Suite E1 ve Operations Management Suite E2
abonelikleridir.

Insight and Analytics @ @
Automation and Control (] (]
Security and Compliance [ ]
Backup @
Site Recovery ®

System Center: Configuration Manager,
Operations Manager, Orchestrator, Data
Protection Manager, Virtual Machine
Manager, Service Manager

Diigiim basina ayda 106,75 Diigiim basina ayda 61,00
e T

Tahmini Perakende Fiyati:

*Yillik taahhttle sanal makine basina aylik tahmini perakende fiyati. Fiyatlar TRY cinsindendir ve tlkeye gére degisebilir. Fiyat teklifi almak icin lutfen is ortaginiz veya

Microsoft temsilciniz ile iletisime gegin.

Her iki secenek de Operations Management Suite ¢ozumlerindeki onemli
teknolojilere erigsimin yani sira System Center yazilimlarini kullanma haklari
icerdiginden hibrit ortamlariniz igin eksiksiz bir ¢dzum saglar. Operations
Management Suite abonelikleri, yillik bir taahhutle node basina aylik olarak
fiyatlandirihr.
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e Cozume gore Operations Management Suite fiyatlandirmasi

Solutions Features Price

* Gain visibility across workloads, giving customers all the information needed on what's happening in the
environment
Insight & Analytics * Includes log collection and search, application and server dependency mapping, as well as network health $15/node*
monitoring
* Rights to use System Center Operations Manager

* Enable consistent control and compliance across environments for both Azure, 3rd-party clouds and on-premises
datacenters
* Includes services to assist with process automation, desired state configuration, change tracking and update

$10/node*
management

Automation & Control

« Rights to use System Center Service Manager, System Center Orchestrator, and System Center Configuration
Manager

« Drive security across every area of the organization, delivering sophisticated threat intelligence capabilities,
malware detection, and information on how systems may have been compromised

« Includes advanced security and audit functionality and malware threat analysis

« Azure Security Center availability for deep security management of Azure services

Security & Compliance $15/node*

« Ensure availability of important applications and data. Protection and Recovery helps you keep critical data
protected through integrated cloud backup, and applications available, while minimizing the impact of disruptions
Protection & Recovery to the business $30/node*
* Includes both backup and site recovery services for an integrated experience
« Rights to use System Center Virtual Machine Manager and System Center Data Protection Manager

Insight and Analytics

e Mausgterinin farkl is yuklerine gorsellik ekleyerek, ortamlarinda olup biten
tum bilgileri gozlemleyebiliriniz.

e Log toplama, arama, uygulama ve sunucu bagimlihginin yani sira
network durumunu da inceleyebilirsiniz.

e Ayrica System Center Operations Manager kullanma hakki sunar.

Automation & Control (Otomasyon ve Denetim)

e Azure, Cloud ve kurum ici veri merkezleri icin ortamlar arasi tutarli
denetim ve uyumluluk saglar.

e Otomasyon, istenen durum yapilandirmasi, farkl izleme ve
guncellestirme yonetimi konusunda yardimci olan hizmetler igerir.

e System Center Service Manager, System Center Orchestrator ve
System Center Configuration Manager kullanma haklari sunar.

Security and Compliance (Guvenlik ve Uyumluluk )

e Sirketin her daim guvenligini artirarak olabilecek tehditleri ve sistemlerin
gizliliginin nasil tehlikeye girebilecegi konusunda bilgi sahibi olabilirsiniz.

o lleri diizey glivenlik ve denetim islevselliginin yani sira malware tehdit
analizi igerir.

e Azure hizmetlerine yonelik derin guvenlik yonetimi sunulmaktadir.
(Azure Security Center)
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Protection and Disaster Recovery ( Koruma ve Olaganusti Durum
Kurtarma)

e Onemli uygulamalarin ve verilerin erigilebilir olmasi gerekir. Protection
and Recovery, onemli verilerinizi Azure Backup Vault araciligiyla
guvenli tutmaniza, uygulamalarinizin her daima kullanilabilir olmasini
saglamaniza ve is kesintilerinin etkisini olabildigince azaltmaniza
yardimci olur.

e Guvenlik icin hem yedekleme hem de site kurtarma hizmetleri igerir.

e System Center Virtual Machine Manager ve System Center Data
Protection Manager kullanma haklari sunar.

e Microsoft Operations Management Suite Hesaplamasi

Microsoft Operations Management Suite Calculator

| Estimated Pricing

Based on your inputs, the breakdown of estimated costs is below. You can adjust your inputs at the top of this
page by clicking any of the boxes. This will recalculate costs in real time.

Click to review assumptions @

Number of Nodes System Center

0 1,000,000

rom 11
Insight & Automation & Security & Backup Site Recovery
Analytics Control Compliance

[]

Pay As You Go OMS Subscription Suite - E2
s $15.00 $180.00 A
? Analytics In: 1 -
Insight & Analytic: Bernods/month Annually sight & Analytics J
$10.00 $120.00
Backup per node/month Annually Automation & Control J
Security & Compliance J
$25.00 $300.00
Total price per Total annual price Backup J
node, per month per node
Site Recovery J
$35.00 $420.00
Total price per Total annual price
node, per month per node

Microsoft OMS Calculator ile oms sundugu paketleri cok daha kolay ve pratik
bir sekilde hesaplayabilirsiniz. Buradan online olarak hesaplama yapabilirsiniz.
Yukaridaki resimde gorundugu Uzere, sunucu sayinizi, System Center urunu
ile birlikte kullanip, kullanmayacaginizi ve son olarak ortaminiz igin
kullanacaginiz paketleri isaretleyerek gercek zamanl bir hesaplama
yapabilirsiniz. OMS abonelikleri, hibrid bulut ortamlarina komple bir ¢6zim
saglamak icin System Center bilesenleri icin haklar igerir.


http://oms-calculator-webapp.azurewebsites.net/home

Annual Cost Comparison

e $2.520.00
$1,762.20 $1,800.00

$881.10

£0.00

Pay As You Go OMS Subscrig)tion Suite -
E

| Additional Expenses

Based on typical industry usage, we've chosen LRS blob storage for Backup, and GRS for Site Recovery. If you require alternative storage
configurations, please reference the expandable pricing details table below.

Storage costs per year Total annual storage commit
Azure Backup LRS $864.00
$2,592.00
Azure Site Recovery GRS $1,728.00

Yilhik Maliyet Karsilastirmalari ve Ek harcamalar gibi raporlar sunulmaktadir.

Microsoft Operations Management Suite ile anlatacaklarim simdilik bu kadar.
Ben arastirmaktan ve yazmaktan ¢ok keyif aldim, umarim sizde incelerken
keyif alirsiniz.

Tesekkdurler.



