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Merhabalar , umuyorum okuyacaginiz dokiman sizler igin faydali olacaktir. Okumaya
baslamadan once asagida olusturdugum doktmani kendi yapiniza uyarlarken yon vermesi
amaciyla kucuk 6rneklerle ve agiklamalarla i¢ini doldurmaya ¢calistim fakat test ortami olmasi
geregi ile tam da gergegi yansitmamaktadir. Kendi yapinizda ¢ok daha farkli sistemler
,entegrasyonlar, bilinmeyen sistemler olacaktir. O ylzden agadaki gibi bir dokiman olusturmak
ve belirli periyotlarla guncellemek ¢ok faydali olacaktir.



Dokuman Kontrolu

Doékiiman yazildiktan sonra elbette belirli periyotlarda yenilenmesi gerekecektir. ilgili tabloda
revize eden uzmanlarin bilgilerini girebilirsiniz.

Versiyon Tarih Yazan Sebep
1 19/12/2024 Hasan Dimdik itk stirim
1.1
1.2

Referans Dosyalari

Bu bolumde ilgili dokiimana destek olan, atifta bulunan dosyalar mevcut ise daha kolayca takip
edilebilmesi acisindan asagidaki tabloda tek tek girilebilir.

Dokuman Baslig

Referans Dokiimani

Versiyon

Tarih

Dokuman Kabulu

ilgili d6kiiman hazirlanirken elbette bazi kriterler g6z 6niinde bulundurulmalidir ve ilgili

birimlerin bu dokimani okuyup onay vermeleri gerekmektedir. Siz dokiimani yazarken belki
onemli bir kriteri kagirmis olabilirsiniz veya dokiman mikemmel bir sekilde yazilmistir ama
guvenlik riski icerebilir. O sebeple her ilgili departmanin okumasi ve onay vermesi 6nem arz

etmektedir.

isim

imza

Tarih




Active Directory Takimi

Elbette ilgili Grinl yoneten takim elemanlari tek tek girilmelidir. Bu belki ilk basta goze garip
gelebilir veya ben zaten ilgili takimi taniyorum diyebilirsiniz fakat buyuk sirketlerde durum bu
sekilde olmayacaktir.

Uygulama Uygulama Sahibi Mail Adresi
Active Directory Hasan Dimdik hd@mshowto.org
EntraID Mustafa Kara

Birincil irtibat Takimlari/Kisileri

Elbette Active Directory’ i yoneten, ilgili servisi L1-L2-L3 seviyesinde yoneten departmanlar veya
kisiler burada tanimlanmalidir.

Rol/Servis/Bagimulik Kontaklar E-Mail
Network Emre Ozan
Operasyon Ekibi Omer Taskin
Siber Guvenlik Ekibi Mert Yeter
Is Surekliligi Emre Aydin

Active Directory’ nin Bagimli Oldugu Katmanlar

Active Directory servisinin bagli oldugu birgok katman mevcut. Storage, network, firewall vb. Acil
durumlarda, panik durumlari da olusabilecegi icin 6nemli asetlerin gozden kagmamasi
acisindan bu sekilde belirtiimesinde fayda vardir.

e Bagimuuklar
o Fiziksel Sunucular
o Network
o Storage
o Sanallastirma Katmani

AD Entegrasyonlari

Kritik noktalardan bir tanesi de Active Directory servisi ile entegrasyonu olan tUm uygulama
sunuculari, donanimlar vb bu adimda tanimlanmauldir.

Entegrasyon Listesi Amag

Uygulamalar LDAP sorgusu vs

Donanimlar LDAP sorgusu vs




Active Directory FSMO Rollerinin Dagilimi

Bu bolumde FSMO rollerine sahip domain controller bilgilerini girebilirsiniz.

Domain FSMO Rolleri Sunucu ismi
hd.local Schema Master dc01
hd.local Domain Namin Master dc01
hd.local PDC dc02
hd.local RID dc02
hd.local Infrastructre Master dc03

Active Directory Mimarisi, Sunuculari vb.

e AD mimarisi (Bilgiler fikir vermek i¢in yazilmistir, tamamen uydurmadir &)

O O O O

O

Active Directory Tier 0 katmaninda konumlandirilmistir.

Windows Server 2019 igletim sistemi Uzerinde calismaktadir
Dimdik.localigerisinde ug¢ adet fiziksel toplamda 10 dc bulunmaktadir.
Hd.local icerisinde iki tane dc bulunmaktadir ve Oracle Uzerinde ¢calismaktadir.
Hd.local ise ¢ farkli lokasyon da konumdirilmistir ve buna gore de site lar
yapilandiritmistir.

iki domain de Full mesh olarak yapilandirilmistir.

HD.local Mimarisi

Buraya istege gore yapinin grafigi eklenebilir.

AD Sunucu Havuzu

Active Directory sunucularinin envanterinin tutulmasi, ozelliklerinin belirtilmesi operasyonel
anlamda da faydali olacaktir.

Sunucu IP Server

Ismi Adresi Roli Lokasyon | Sanal/Fiziksel | OS Bilgisi CPU Memory HDD
DCO01

DCO02




Active Directory Kurtarma Proseduru

Root Domain icin Forest Kurtarma Adimlan

Kontrol

Yeni sanal sunucu kurulumu (isletim sistemi kurulu olmamali)

Son BMR yedeginin kontrol edilmesi

Recovery Mode icerisinde BMR yedeginden restore islemi

Sunucunun restart edilmesi ve varsayilan admin ile yeniden oturum agilmasi(RID 500)

Network ve Network kartlarinin kontrol edilmesi

RID 500 sifresinin resetlenmesi ve Enterprise,Domain, Schema Admin gruplarina Gye olup olmadiginin
kontroll

Metadata cleanup

Gecersiz FSMO rol sahipliklerinin duzeltilmesi

RID havuzu numarasini yukseltme ve eskisini gecersiz kilma

DC bilgisayar hesap sifresinin iki defa resetlenmesi

KRBTGT hesabinin iki defa resetlenmesi

Yukaridaki gibi prosedur hazirlamak zor zamanlarda hayat kurtarir. Gelelim isin Teknik tarafina.
Baslamadan 6nce asagidaki maddeleri dikkatli olarak okumanizi tavsiye ederim

e Yeni sunucu, yedek alinan sunucu ile ayni 6zelliklere sahip olmalidir

e Sadece BMR Backup desteklenmektedir. Diger bir ifade ile Uglincu parti yazilimlar MS
tarafindan desteklenmemektedir.

e Alet cantanizicerisinde Fixfsmo.vbs(Fix Invalid FSMO RoleHolder ) ve
InvalidateRIDPool.ps1(Raise and Invalidate RID pool) scritleri olmalidir.

Yapimi asagidaki tabloda gorebilirsiniz. FSMO rollerim dc01 sunucumda ve sadece dc02
sunucumun yedegi alinlyor.Senaryom geregi tim Domain Controller larimin ulasilamaz hale
geldigini varsayacagiz.

Hostname IP Backup FSMO Rolleri
dc01 192.168.1.1 X
dc02 192.168.1.2 X
client 192.168.100




] Active Directory Users and Computers

File Action View Help

e 2m BBz HEm/ R aETEh

2| Domain Controllers
> [ ] ForeignSecurityPrincipals
> [] Managed Service Accour
> [ Users

= | Af:ti've Directory Users and Com|| Name Type DC Type
> E?i ::"’rd C:”‘"“ 1ipcot Computer 6C
v __.I';:;ﬁn &ipco2 Computer GC
>
2] CafeAzure
] Computers

Site
Default-First-Site-Name
Default-First-Site-Name

Description

] Active Directory Users and Computers

File Action View Help

e z@ bz Hm *3aETEhR

j Active Directory Users and Com
5 || Saved Queries

v 3 hd.local

| Builtin

CafeAzure

Computers

>

Demain Controllers
ForeignSecurityPrincipal:
Managed Service Accour

B

Users

Name Type

1% DESKTOP-PLIJSM8H Computer

Description

File Action View Help

] Active Directory Users and Computers

o 2@ 0Bz Hm taEarval

| Active Directory Users and Com
» || Saved Queries
v F3 hd.local
5 | Builtin
2| CafeAzure
] Computers
[=] Domnain Controllers
» [ ] ForeignSecurityPrincipals
» [] Managed Service Accour,
] Users

MName

& mert
& ozan

Type
User
User

Description



Yedekten Geri Donme Adimlari

Ulasilamaz hale gelen sunucumuz ile ayni surime sahip olacak sekilde iso muzu takiyoruz.
Repair your computer seciyoruz.

“4 Windows Setup

Windows Server: 2019

Install now

Repair your computer

Troubleshooting tikliyoruz.



Choose an option

Troubleshoot

Reset your PC or see advanced

Turn off your PC

0

System Image Recovery tikliyoruz.

© Advanced options

System Image

Eger uyumsuz bir yedek segtiyseniz asagidaki gibi bir hata alacaksiniz. Burada kiguk bir
hatirlatma yapma geregi duyuyorum. Yedekten geri dondiigiiniiz ortam eskisi ile ayni olmali
yani Hyper-V de alinan yedegi Vmware ortamina dénemezsiniz.




{5 Re-image your computer
Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Re-image Your Computer

Windows cannot find a system image on this computer

Attach the backup hard disk or insert the final DVD from a backup
set and click Retry. Alternatively, close this dialog for more options.

Select a system image

&; Re-image your computer

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR:
http:ffgo.microsoft.com/ffwlink/p/2Linkld =225039

(®) Use the latest available system image(recommended)

Location: New Volume (C:)

Dateand time: | 13/19/20248:56:16 AM (GMT-8:00)

Computer: deD2

(O select a system image

Advanced seciyoruz.



Ele- Re-image your computer @

Choose additional restore options

¥

Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exdude disks. ..
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers

Install drivers. ..
for the disks you are restoring to might solve the problem.

Advanced...

Automatically restart the computer after the restore is complete kutucugunu
isaretlemiyoruz.

= |2 |

»

Choose additional restore options 8 I
.&”""7

e "

Re-image Your Computer @

[ ] automatically restart this computer after the restore is complete
To make additional changes before restarting this computer, dear this chedk box,

Automatically check and update disk error information

This might take several minutes to complete, To check disks and update error
information manually, dear this check box.

Cancel

AUVAOrT_=n, ..

< Back Mext = Cancel




@":‘ Re-image your computer

Your computer will be restored from the following system

image:

Date and time: | 192024 9:56: 16 AM (GMT-8:00)
Computer: dcd2

Drives to restore: W iWalume{afaf1azb-0000-0000<

[=]

‘Your computer will be restored from the following system
image:

Date and time: 113/2024 9:56: 16 AM (GMT-8:00)
Computer: dc02
Drives to restore: \\?\WVolume{afafia2b-0000-0000-

Re-image Your Computer 2|

All disks to be restored will be formatted and replaced with the
| iayout and data in the system image.
Are you sure you want to continue?




Re-image your computer

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours.

Starting restore...

Stop restore

Yedekten dondiglimuiz sunucumuzu restart ediyoruz.

Re-image Your Computer

Do you want to restart your computer now?

Your comp has been To start Wind, in normal mode, restart your
computer.

Restart now Don't restart

Close

Domain admin hesabim ile oturum agiyorum.



Kurtarma Sonrasi Yapilacaklar

File Machine View Input Devices Help

Recycle Bin

- @l I’ Manage  Tools

or . HD>whoami

HD>

Events Events

Services Services

ADUC,DSSITE ve DNS lerin kontrol edilmesini tavsiye ederim. Network ayarlarini yapiniza gore
duzenlemeniz gerekmektedir. Net share i kontrol etmenizi de tavsiye ederim.

Active Directory Users and Computers altinda yer alan SYSVOL Subscription in 6zellikler
sekmesine gidiyorum.



] Active Directory Users and Computers
File Action View Help
ez rE B EeE HEPRETER
: Active Directory Users and Computers [de02.hd.local] Mame
» [ Saved Queries
v #3 hdlocal

5[] Builtin
Cafelzure
Computers

Type
: SYSVOL Subscript.., msDFSR-Subscription

Daomain Controllers
1 DCo
1 DCoz
~ || DFSR-LocalSettings
| Domain System Volume
ForeignSecurityPrincipals
Keys
LostAndFound
Managed Service Accounts

>
>
b

<vEDE

Program Data
System

Users

NTDS Quotas
| TPM Devices

ERDERER DD

MsDFSR-Enabled TRUE ve msDFSR-Options 1 olacak sekilde degistiriyorum

2. DNS Manager - |

File Action View Help

5 ““| SYSVOL Subscription Properties ? X h -
& | File Adtion
v ) General Object Security Attribute Editor
&= #f
X ; Attributes:
: Active Direct DC Type Site
Attrib Val ~
> -% Saved Q ribute alue btion
v #3 hdlocal msDFSR-DeletedPath  <not set>
> |1 Builti | msDFSR-DeletedSize... <not set>
> |2 Cafed msDFSR-DfsLinkTarget <not set>
> ] Comy msDFSR-Enabled TRUE
v 2. Dom msDFSR-Extension <not set>
v (N p msDFSR-Flags <not set>
v msDFSR-MaxAgelnC... <not set>
msDFSR-MinDuration... <not set>
= . msDFSR-OnDemand... <not set>
» || Forei
= msDFSR-OnDemand... <not set>
» |1 Keys "
= LostA msDFSR-Options 1
M msDFSR-Options2 <not set>
> MangDFSR-ReadOnly  FALSE
. J Progn msDFSR-Replication...  #444#mASKx4nZ"¢ v
» | Syste < >
> [ Users
» [] NTDY Edit Filter
> [ TPM
<
= s e

Daha sonrasinda DFS servisini restart ediyorum.



g

EX Administrator: Command Prompt

licrosoft Windows [Version 10.8.17763.864]
c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Administrator>sc stop dfsr

FERVICE_NAME: dfsr
TYPE
STATE

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WALIT_HINT

: 18 WIN32_OWN_PROCESS
i 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

1 0 (exe)
: 0 (exe)
: exe
: Bxe

:\Users\Administrator>sc start dfsr

FERVICE_NAME: dfsr
TYPE
STATE

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

PID

FLAGS

: 1@ WIN32_OWN_PROCESS
: 2 START_PENDING

(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

: 0 (exe)
: @ (exe)
: Bxe

1 @x7de

: 5640

Sonrasinda Event Viewer agciyorum ve DFS Replication altinda 4602 ve1206 event larinin
olustugunu dogruluyorum.

2l
File Action View Help
e 1@ BHE

li] Event Viewer (Local)
7 Custom Views

DFS Replication  Number of events: 47

Actions
DFS Replication -

& Windows Logs Level Date and Time Source Event D Task
v Applications and Services Log || i)Information  12/18/2024 1:11:222 PM DFSR 1006 Non Open Saved L.
f&] Active Directory Web Sen, || (1) Information  12/18/2024 1:0422 PM DFSR 4602 Non ¥ Create Custo..
.1 DFS Replication (i) Information  12/18/2024 1:04:21 PM DFSR 1210 Non
I | Directory Service {d] Event Properties - Event 4602, DFSR X
] DNS Server
E. } Hardware Events General Details
] Internet Explorer
k] Ke_y Management Service|| (11, pEs Replication service successfully initialized the SYSVOL replicated folder at local path C: ~
. Microsoft \Windows\SYSVOL\domain. This member is the designated primary member for this replicated
| OpenSSH folder. No user action is required. To check for the presence of the SYSVOL share, open a
5’_ 1 Windows PowerShell command prompt window and then type "net share".
1 Subscript
ubscriptions Additional Information:
Replicated Folder Name: SYSVOL Share v *
Log Name: DFS Replication 3
Source: DFSR Logged: 12/18/2024 1:04:22 PM
Event ID: 4602 Task Category: None
Levek Information Keywords: Classic
Usen: N/A Computer: dc01.hd.local
P = OpCode:

More Information:  Event Log Online Help




E Event Viewer -

File Action View Help

o= 25 H&E

@ Event 2] Event Properties - Event 1206, DFSR X

General Details

The DFS Replication service successfully contacted domain controller derestore.hd.local to access
configuration information.

[«] [+]

Log Name: DFS Replication

Source: DFSR Logged: 12/18/2024 1:31:18 PM
Event ID: 1206 Task Category: None

Level: Information Keywords: Classic

User: N/A Computer: dcrestorehd.local
OpCode:

More Infermation: Event Log Online Help

cor

Force synchronization for Distributed File System Replication (DFSR) replicated sysvol
replication - Windows Server | Microsoft Learn



https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/force-authoritative-non-authoritative-synchronization
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/force-authoritative-non-authoritative-synchronization

Metadata Cleanup ve FSMO Role Seizing

FSMO rolimun hangi dc de oldugnu kontrol ediyorum.

File Action View Help

e | HE BB BER TaEwTES

| Active Dire

E® Administrator: Command Prompt

EEEEEEEEERE

, Domain Users

Dogal olarak eski dc lerime ulasamadigim igin fsmo rollerimi zorla almam gerekiyor. ilk olarak

ulasilamaz olan dc lerimi siliyorum.

File Action View Help

e am ol XEdz Bt aETah
| Active Directory Users and Computers [dc02.hd local] Name Type DC Type Site
a:ﬁd ?“E”ES & pcor Computer GC Default-First-Si..
v &4 hdlocal 1%/ pCoz Computer GC Default-First-Si...
| Builtin
2| Cafelzure
| Computers
~ o Domain Contrellers
1% Dot Active Directory Demain Services
~ (& DCO2
~ | DFSR-LocalSettings

| Domain Systerm Volume
| ForeignSecurityPrincipals

| Keys

| LostAndFound

| Managed Service Accounts

] Are you sure you want to delete the Computer named 'DCO1'7

[(we ]

Yes

| Program Data
| System
| Users
2, Administrator

FSMO rollerini powershell ile hizlica tasimak icin asagidaki komut kullanilabilir

Description

Move-ADDirectoryServerOperationMasterRole -Identity “Hedef DC” -OperationMasterRole

0,1,2,3,4 -force”



EN Administrator: Windows PowerShell — O X

BN Administrator: Command Prompt — O >

Administrator.HD>dfsr

Operation Succ

Administrator.HD>

Not: Metadata cleanup ile ilgili detayli yaziyi Mshowto github sayfasinda Active Directory
Migration konusunda igerisinde ele aldim.

Gecersiz FSMO Role Holder Duzeltme

Asagidaki linkten ilgili scripti DC mize kopyaliyoruz

Error when running the Adprep /rodcprep command in Windows Server 2008 - Windows Server |
Microsoft Learn

fixfsmo.vbs DC=DomaindnsZones,DC=hd,DC=local komutunu cmd komut satirinda
calistriyoruz ve FSMO Role Owner niteligini ulasilabilir dc ile degistirmis oluyoruz.


https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/error-run-adprep-rodcprep-command
https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/error-run-adprep-rodcprep-command

DC=Domaindn DC=hd,DC=1local

DC=Domaindn DC=hd,DC=local

Windows Script Host

DMS name: DomainDnsZones.hd.local

yDC=hd,DC=1local

JDC=hd,DC=1local

Windows Script Host Y

Using DC ded2.hd.local

- 1
All rights r

= DC=Domaindn ,DC=hd,DC=1local

DC=Domaindn ,DC=hd,DC=1local

Windows Script Host

infra fsmo is CN=NTDS

Settings\0ADEL:c56d428dd-4893-4341-315a-1b253f%aceet, CM=DC01,CN=
Servers, CM=Default-First-Site-Mame, CM=5ites, CM=Configuration,DC=hd
DC=local




omaindn JDC=hd,DC=local

DC=Domaindn s,DC=hd,DC=1local

Windows Script Host

infra fsmo changed to:CHN=MNTDS
Settings, CN=DC02, CHN=5ervers, CM=Default-First-Site-MName, CHM=>5ites, C
M=Configuration,DC=hd,DC=local




Varolan RID Havuzunu Gecersiz kilmak

riIDAvailablePool attribute GUnu RID uzerindeki cakismayi engellemek igin degistirmemiz

gerekiyor .
Eski Hali
File Action View Help
P 2 B XEGd2 HE 3aETTIR
v &4 hdlocal * || Name Type Description &
8 Bulltin 7] AdminSDHol.. C¢ _ - .
o= EafeAzure [ CompPartitions Cq '
| Computers e i
_| ComPartition.. C¢ ; 4 i i
5. Domain Controllers General Object Security Attribute Editor
ForeignSecurityPrincipals S Detaiit Dova [y
= Keysg P ] Dfs-Configur... df Adtibutes:
B LostAndround = DFSR-FBlObaL. m Attribute Value
“| Managed Service Accounts - DomainUpd.. Cd replPropertyMetaData ~ AttiD Ver Loc.USN Org.DSA
7 Program Data g# File Replicati.. FR replUpToDateVector ~ <not set>
v || System - FileLinks fil repsFrom <not set>
_| AdminSDHolder — IP Security Cd rep.s'Af0 ey
R Combuttions S Meatigs . :[\)":oﬁlablep | :2:::;:014132422708
_| ComPartitionSets [] MicrosoftDNS  Cq . VlalAd oodv ey
— showinAdvancedVvie...
| DomainUpdates | Password Set.. m| B s
- IP Security o Policies g Large Integer Attribute Editor X
| Meetings 1 PSPs n
- MicrosoftDNS [ZIRASandIAS.. Q Attribute: riDAvailablePool
- Policies [7 RID Manager$ Vakis:
| RAS and IAS Servers Access Ch =5 RocServices R -
: : D 4611686014132[F2708
| WinsockServices Seiver .
i S ¥ || T Winsockserv.. ¢ | Clear Cance
> I WMIPdlicy @ Edit Filter
_ = — App\y Help




Yeni Hali

—

File Action View Help
o9 [ {8 XE =2 HE TaETah
v &4 hdlocal * || Name Type Description
§ Builun 71 AdminSDHol.. C¢
= EafeAzure | ComPartitions C¢
t fe
: ompr o | ComPartition.. C¢  General Obiect Security Attribute Editor
3] Domain Controllers L
Forei R izfl Default Dom.. D¢
| ForeignSecurityPrincipals B Dfs-Configur.. df Attributes:
1 Keys e - r
| LostAndFound - DFSR-;lobal... m| Attribute Value
| Managed Service Accounts — DomainUpd.. Cq replPropertyMetaData  AttID Ver Loc.USN Org.DSA
| Program Data - - File Replicati.. FR replUpToDateVector ~ <not set>
v I System FileLinks fill repsFrom <not set>
| AdminSDHolder 1 IP Security G rep§To *riot st
| ComPartitions [ Meetings C ek e
5 ComPartitionSets 7] MicrosoftDNS ¢ riDAvailablePool 4611686014132422708
; : showlnAdvancedVie... TRUE
| DomainUpdates | Password Set.. m| . o
de Security = Policies g Large Integer Attribute Editor
| Meetings | PSPs n
| MicrosoftDNS [IRASand IAS.. Q Attribute: riDAvailablePool
| Policies 7 RID Manager$ Vakio:
| RAS and IAS Servers Access Ch = RocServices R -
) . otk 46116860141327ER708
| WinsockServices Sarver <
—— . v || T2 winsockServ.. @ Clear Cancel
L2 > [ wMipolicy @ = —

Asagidaki komut ile RID havuzunun hizli bir sekilde giincellenmesini saglamis oluyoruz.

Invalidate the current RID pool
¢ Open an elevated Windows PowerShell session, run the following command and press ENTER:

PowerShell

$Domain = System.DirectoryServices.DirectoryEntry
$DomainSid = $Domain.objectSid

$RoOtDSE = System.DirectoryServices.DirectoryEntry("LDAP
$RootDSE .UsePropertyCache =

$RootDSE .Put("invalidateRidPool”, $DomainSid.Value)
$RootDSE.SetInfo()

RootDSE™)

Kaynak : AD Forest Recovery - Invalidating the RID Pool | Microsoft Learn

DCDiag /test:ridmanager /v komutu ile Domain Controller in eski miyeni mi RID havuzunu
kullandigini gorebilirsiniz. Yukarida paylastigim kaynagi dikkatlice okumanizi tavsiye ederim.


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-invaildate-rid-pool

Bir sonraki adimda ise Domain Controller makina hesabini iki defa resetliyorum.

B Administrator: Command Prompt - powershell

PS C:\Users\Administrator> Reset-ComputerMachinePassword
PS C:\Users\Administrator> Reset-ComputerMachinePassword
PS C:\Users\Administrator>

KRBTGT hesabini iki defa resetliyorum. Elbette kendi ortaminizda bu sekilde yapmadiginizdan

an

eminim &

BN Administrator: Command Prompt - powershell

PS C:\Users\Administrator> net user krbtgt Passwordl
The command completed successfully.

PS C:\Users\Administrator> net user krbtgt Passwordl
The command completed successfully.

PS C:\Users\Administrator>

Son olarak ise eski dc lerimin SRV bilgileri, DNS kayitlarini siliyorum.

Daha sonrasinda istemci makinam ile oturum agcmayi denedim ve basarili oldugunu
gozlemledim. Ayni sekilde domaine yeni makina eklemeyi de denemenizi tavsiye ederim.



About Windows

am Windows10

Microsoft Windows
Version 22H2 (0S Build 19045, 2486)
© Micrasoft Corporation. Al rights reserved.

The Windows 10 Enterprise operating system and its user interface are
protected by trademark and other pending or existing intellectual property

right= in the United States and other countries/regions.

This product is licensed under the Microsoft Software License
Terms to:

dientadmin

Umuyorum higbir zaman bu dékimani pratikte uygulama geregi dogmaz. Olmasi halinde ise
yukaridaki adimlar hayat kurtarabilir. Umuyorum faydasi olmustur

Saygilarimla

Hasan DIMDIK

Security MVP

Cloud and Datacenter MVP



